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Hello, stranger!
Starting from 12 May 2017, WannaCrypt ransomware earned 44.00 BTC (—~$80 081) to its creator.

Learn more on Wikipedia » Infection Map »

There are 3 known wallets, that collect payments from victims

You can see real-time balance changing here. Data updates every 15 seconds. No need fo refresh the page.

Wallet #1 Wallet #2 Wallet #3

11.17 BTC 16.80 BTC 16.03 BTC

View details » View details » View details »

https://intel.malwaretech.com/botnet/wcrypt/?t=24h&bid=all
https://whitesunset.github.io/wannacrypt balance/



https://intel.malwaretech.com/botnet/wcrypt/?t=24h&bid=all
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\l) INTELLIGENCE MYBJIIMKALA OT 14 AMNPENA
. 14 anpenA Shadow Brokers onybnvukoBanu 60nbLuoii apxms AokymeHToB n ytunut AHB. OH cogepxxan Tpu aupektopumn (PucyHok 1):
D DL-1552: Xakepckue MHCTpYMeHTbl AHB, P y RXAB oy v BERKEN.TON ApoITopui (EMoyHo 1)
Odd
Masens onybnukoBaHHble Shadow Brokers B anpene
yNpasneyHns Swift
PERSONAL PROFILE Windows
@ ApxvB cogepXXUT nporpamMmmbl ANA HTepdeica Mmexay nonb3osBaTenieM U UMNIaHTamn, SKCNIoUTaMu U ANA ynpasneHua
Threatiype Nutification type CKOMMPOMETUPOBaHHbIMK XOCTamWn. ApXMB COOEPXUT (PPEMMBOPK C Pa3NnyHbIMU IKCNIONTAMM U UMNNAHTaMKU, KOTOPbIe UCMNONb30Ba/IUCh
VZ‘?;:“":E" Admiralty Code Exploit Data Leakage AHB B 1x Ku6ep-onepaumax.
x C
A _ OupekTopua Swift conepXXuT cekpeTHble AOKYMeHTbl 06 atakax AHB Ha 6nmXxXHeBOCTOYHbIe 6aHkWn. Pe3ynbTatomM ataku 6bin 4OCTyn K
A 1 gg;‘;fg;"_%gate élf;%‘;tled CORves TpaH3akumAam SWIFT. Ha ocHOBe 3TuX AOKyMeHTOB 1 SQL-ckpunTa 661110 BLIABNEHO, YTO XaKepbl TOIbKO MOHUTOPWM TpaH3akumm 8 SWIFT.
] . : ' :
- Completely HexoTopble 13 BbIABNEHHbIX 3KCNIOATOB MOXXHO KnaccuduumposaTb kak 0day. 14 mapta 2017 Microsoft BbinycTun security bulletin MS17-
Yrpossi reliable/Confmed Involved individuals Related links 010. Ho HeKoTOpbIe YA3BMMOCTM B HENOAAEPXXMBAEMbIX ONepaLnoHHbIX CUCTEMAax 10 CMX NOp OCTAIOTCA He 3aKpbiThl, Hanpumep B Windows
by other sources XP v Windows server 2003.
Brief description - .
8 v 14 anpena rpynna Shadow Brokers ony@nukosana MHorve UB-uccneposarteny NpeaocTaBnAOT PYKOBOACTBA O TOM, Kak MCNONb30BaTh Onyb6nMKOBaHHbIe 3KCNNOoWTbl u yTunutbl; Cobalt Strike
; apxuBbl AOKYMEHTOB M yTUnuT AHB. OTueT cogepxut 1 Metasploit Framework y>xe no6aBunu HoBble 3KCNNOWUTbI B CBOM NpoAyKTbl. Mbl MOXem noaTeepauTb, 4To RCE 3kcnnoinTbl akTMBHO
TR Gonee noapoGHYt0 MHBOPMALKIO O COAEPXKAMOM UCNONb3YIOTCA 3/I0YMbILLIEHHUKaMK ANA aTak.
ay onyONMKOBaAHHLIX apXMBOB.
WINDOWS

This folder is the most interesting. It contains frameworks and programs for creating and managing exploits, as well as infected machines. The content of the windows directory is shown on Picture 8.

There are two programs in this directory: fuzzbunch and DanderSpritz (start_|p.py file). Fuzzbunch (Pictures 9-10) is a framework similar to metasploit. It manages collection of implants and exploits and provides functionality AI I P E | I b 2 O 1 7
for exploiting the target host.

DanderSpritz (Picture 11) is a Ul for managing FuzzBunch's exploits like CobaltStrike for Meterpreter. So DanderSpritz is just the frontend and FuzzBunch is the backend.

There are 15 exploits in the FuzzBunch framework available. 4 of them can be classified as Oday and one exploit is for unsupported OS5 (Windows XP, Windows server 2003) so a patch for this is unavailable.

KnneHtbl Threat Intelligence nonyunnu

Microsoft has released a security bulletin M517-010 which patches some of these vulnerabilities.

yBegomneHune 06 yTeykKe eLlle B arnpene.
# Mame Target Patch/Target
1 Easybee MDAEMOMN - email server ? o

OTyeT coaepan noapobHbIN pa3bop
2 Easypi LOTUS MAIL ?

cogeprxKawmxca B apxmBe AOKYMEHTOB, a TaKXKe
3 Eclipsedwing SERVER SERVICE MS03-067

eKomeHgauunm rno npenoTBpaweHnIo yrpo3bl

4 Educatedscholar SMEv2 M509-050 P Aall PeA, patll yrp
5 Emeraldthread SME Ms10-061




GFDI.IFI-IB: PaccnepoBaHue KOMNBEHOTEPHBIX
NpecTyNNeHun Nofenunca(-acs) nydnukauuen Mnsu
CadkoBa.

OnmyonukoeaHo HUkonaem MpyHWHBIM [?] - 13 Mare 125 - €

#TOBOPUNABAM FHENPUCNYLWANKCE

UneA CavkoB
25 anpenAe 13:34 - €

BaxHol O6baenAw obwyw Tpesory!

Baluu CETH HUKOMOA He ObinK Tak 0e33alWTHLl, Kak ceddac. 14 anpens
ShadowBrokers eeinoxunu B ceofogHeld goctyn nogbopky Windows-
3Kkcnn. ..

ELye

Protecting customers and
evaluating risk

Today, Microsoft triaged a large release of
exploits made publicly available by Shadow
Brokers. Understandingly, customers have
expressed concerns around the risk this...

BLOGS TECHMET.MICROSOFT.COM




G8) Bce yxoaat Ha Android

POCCUA EBPOITA X CLWA
Group 404 Marcher 2.0 (new)
400000000 500% ApiMaps Xbot (new)
348 600000 P Adabot Abrvall (new)
00000000 0 FlexNet (new) Mbot 2.0 (new)
—_— Agent.sx (new) TOOrb0Or (new)
250 000000 Agent.BID (new) Marcher
Honli (new) GM-bot
200 000000 200% Asucub (new) skunk
Fakelnst.ft (new) Bilal
150 000000 GM bot (new) _
100%
105 825 000 P 6 Fake Marcher (new) Reich (Svpeng)
100 000000
0 O Cron2 (new)
50 000 000 -42% e Greft
61005 000 P viarch
0 -100% Webmobil
2014 2015 2016 Mikorta
MobiApps
Xruss
Tark

Sizeprofit




[lapeHune CRON

MB/ n Group-IB nuksnanposanu rpynny, 3apasusLLyto MUIJIMOH CMapTPOHOB
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ANDROID MO NPULENOM

Bnepsbie mbl ycabiwanum npo Cron 8 mapte 2015 roaa: cucrema
Knbeppasseakun Group-IB 3adpunkcmpoBasa akTUBHOCTb HOBOM
NPEeCcTYNHOW rpynnbl, PACAPOCTPAHAKOLWEN Ha XaKepPCKnx Gopymax
BpeAoHOCHbIe nNporpammbl «viber.apk», «Google-Play.apk»,
«Google Play.apk» ana OC Android.

Cron aTakoBan No/sib3oBaTenen

KPYMHbIX POCCUNCKUX BaHKOB
n3 TOM-50.



Kak cpabotan CRON

[Monagan Ha TenedoH XKepTs.bl,
TPOAAH MOT aBTOMATUYECKH
nepeBoAnTb AEHbIM C BAHKOBCKOrO
cyeTa NONb30BaATENA HA CYETA],
NOAKOHTPO/IbHbIE
3/10yMblLUIeHHUKam. [nAa 3Toro
XaKepbl OTKpbIIn 6onee 6 000
cYyeToB.

[locne yCcTaHOBKM Nporpamma
nomeLlanacb B aBTO3arpysKy
YyCTPOMCTBA U Cama MOrna
oTnpaBnaTb SMS-coobuieHns Ha
YKa3aHHble MpecTynHUKamu
TenePoHHble HOMepa, NepecbiNatb
TEKCT No/lyYaeMbix KepTBon SMS-
COOOLLEHNM Ha yaaNeHHble
cepBepa, a TaKXe CKpbIBaTb
noctynatouwme rno SMS
yBegomaeHua ot baHka.




K Hosbpto 2016 roga cOTpyAHMKM
MB/ npu yyactum Group-IB cmornn
yCTaHOBUTb 20 4eHOoB rpynmnbl,
cobpaTtb undposble
A0Ka3aTe/IbCTBA COBEPLUEHHbIX
npectynieHnn. Jlnaepom rpynnobl
66101 30-neTHUM XKutenob r. UBaHOBO.

22 HoAbpa 2016 roaa, B 6 permoHax
Poccumn bbina npoBegeHa
MmacwTabHaa onepauus:
3ageprKaHbl 16 y4aCTHUKOB
roynnuposku Cron. NMocnegHni
aKTMBHbIN YY4aCTHUK rpynnbl Obin
3aZlepXaH B Hadane anpena 2017
roga B CaHkT-letepbypre.




3axBaT pPblHKa BupyconucaHua ana K
PYCCKOA3bIYHbIMU CNeunaNncTamm

500% 471%
POCCUA P
400%
Panda Banker (new)
_?(;Jhlterlap 300% Shifu (new)

P Midas bot (Jupiter) (new)
Ranbyus 200% GozNym (new)
RTM (new) Sphinx (new)
Jupiter (new) 100% Corebot (new)

Atmos (new)
0%
Lurk T Gozi (ISFB)
Corkow Drid
Yebot -100% -50% ridex
Kronos o s
Chtonic A ook
Vawtrak
B XULWEHWA B UHTEPHET-BAHKWHIE Y OPUOMYECKMX ALY Tinba
I XULWEHWA Y OUN3NYECKKMX 1L, C TPOAHAMW ONA MK K|NS (ZeusVM)
XULWEHNA Y OUSUYECKIX JTML, C ANDROID-TPOAHAMIA Citadel
Zeus
Quakbot (Qbot)
Retefe
Ramnit
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A BRIEF GUIDE TO RUSSIAN-SPEAKING CYBERCRIME

BY GROUP-IB

«85 per sent of [Europol’s] cases are
Russian-speaking organized cyber groups»
Troels Oerting, Head of Europol’'s European Cybercrime Centre (EC3)

16 13 19 TposHCKMX nporpamm, Hanbonee akTUBHO
ncrnonb3yemMbix anga knbepartak, pa3paboTaHbl
PYCCKOA3bIYHBIMW KUOEpNPeCTynHUKaMM




YpoBHM NoBeaeH4YecKoro aHanunsa*
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*https://www.gartner.com/doc/1646115/layers-fraud-prevention-using-beat 16

Big Data User and Entity Analytics

= Enable analysis of both linkages and relationships across users
and other entities and their attributes using data in big data stores
to detect fraud

[ToBeaoeHme Ha pasHbIx pecypcax?
[MobarnbHbIM NoBeaeHYECKN NPousb.

User- and Entity-Centric for Multiple Channels and Products

= Analyzes and correlates users and other entity behavior across
different channels and products, and prioritizes alerts using rules
or statistical models

Kakune cosepluaeT onepaunn? Kak? Kt1o?

User- and Entity-Centric for Specific Channel
= Monitors and analyzes user and entity behavior, as well as
identities anomalous behavior using rules or statistical models

Kakune cosepluaeT onepaunm B OGHOM
kKaHane? Kak? Kto?

AHOManmMun B ceccnmn paboTbl NOfb3oBaTeNsI.
Bpewms, reorpadusa onepaummn, ¢ Kakmx
YCTPOUCTB?

Navigation- and Network-Centric
= Analyzes session or network behavior and compares it to whatis

expected

End-point centric
= Malware detection, end-pointbehavior and location correlation

= Device fingerprinting, phone printing and “bloprinting”
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CoepbaHk dukcupyeT nopsaaka b Tbic. aTak B Hegeno ¢
MCMO/Ib30BaHMEeM COLMa/IbHON MHXXEHEepUM

f w ¥ g

MoTeHuManbHbIN ywep6 OT 3TUX NMOKYLUEHU cocTaBnseT okono 700 mnH py6nei, ®OTOBAHK
oTMeTUN 3aMnpepq npasneHusa 6aHka CtaHucnae KysHeuos

»
NN RA

»

CAHKT-TIETEPBYPT, 3 nioHs. /TACC/. CéepbaHk pukcmpyet nopsgka 5-5,5 Tbic. R N
aTaK Ha K/IMEeHTOB B HeAesto C UCMO/Nb30BaHUEM couunanbHOM nHxeHepuun. O6 aTom I\s }-—‘-h.‘f"‘ Z“;f? L) ¥ A i K

coobLwun xxypHanuctam samnpeq npasneHust 6aHka CraHucnas Ky3sHeuoB B
Kynyapax [Netepbyprckoro mexayHapogHoro aKoHoMu4yeckoro ¢popyma.

"5-5,5 TbiCAY aTak KOHKPETHO C UCMO/Ib30BaHUEM COLMA/IbHOW NHXEeHepuu', -
ckasan KysHeuos. ~| ' 3

'/ . ¥

AKTUBHOCTb MOLLEHHUKOB ycunusaetcs, go6aBun oH. Tem He MeHee, cnyx6a ¢poa- - 4 NEPEATH

MOHUTOpUHra CéepbaHka MuHUMU3NpyeT ywepb ot nx gencremi. "MNMorteHumanbHbIN

yuwep6 ot aTUX NokyweHun coctaBnaet okono 700 mnH pybnen”, - coobwimn BUAEO

Ky3HeuoB.

*http://tass.ru/pmef-2017/articles/4310476 17
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lMpemyLliecrTsa
SAS Fraud Framework
| ” yBenunyeHune
MHTerpauMﬂ n anHﬂTMe peweHMp" — npep'M KTMBHO% TOYHOCTU
YTzotllalil v nposefeHne aHaNIUTUYECKUX moaenemn

TpaH;::l:' be ble ™ KayecTtBa AaHHbIX paccnegoBaHumn
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| [leTeKTMpoBaHMe yrpos Ha
' ' cTaguu NA1aHUPOBaAHUA U
NOAroTOBKM MOLUEHHMNYeCTBa
| |f

anﬂMKTMBI-'laﬁ ::" Bbmgneﬂy!e &= nepMaHEHTHaﬂ
= : dHANNT ARG aHomanuu ocBeaAoOMJIEHHOCTb O HOBbIX
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06paboTka 10 e cxXxemax moweHHun4YeCcTBa U
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npasuAnamn " aHanuTnKa ‘_p
O6GoraueHne . SIS
aHanUTUKu —
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YpoBeHb 3: Kakue AencTemuA’?

30.03.17 31.03.17 03.04.17 04.04.17 05.04.17 06.04.17 07.04.17

E 9cab..ed05, : : : ; :
. eca0..5a98 * 9cab..ed05 eca0..5a98 : 9cab..ed05! 9cab..ed05:

391584152003 —m '“ w—\w" L._-—fL._ ?

eca0..5a98,
9cab..ed05,
eca0..5a98
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74333761001 A A A A A A A
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(©5) YposeHb 3: KTo Aenaet? (UEBA)

bnometpuyeckana TexHoNoOrmaA

Equal Error Rate (EER)

= CKaHuUpoBaHMe ceTyaTKu 1:10 000 000
CKaHMpoBaHUe paayKKu 1:131 000
[lo oTneyaTky 1:500
[0 reomeTpuUn NagoHU 1:500
Mo nognucu 1:50
[1o ronocy 1:50
Mo mbiwKe (30 cek) 1:50
Mo mbiwKe (60 cek) 1:100
| Mo mbiwwke (90 cek) 1:200
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YTo nenatb?

Mbl naem Bam camoe Ba*KHoe —
BpemA ANA NoAroTOBKU K MHUMAEHTaM. 14 neT

onbiTa B chepe KOMMNbIOTEPHOM
KPUMWHANUCTUKU, KOHCAaNTUHIa
n ayauta nHdopm-6e3onacHocTm

Cunctema paHHero npeaynpexaeHmna Kubepyrpos Group-IB no3sonaet onepatMBHO
Y3HaBaTb O HOBbIX Yrpo3ax 1 6NO0KNPOBATb MX NOABAEHMNE Ha Balnx pybexax o6opoHbI.
OHa ocHOBaHa Ha 14-neTHem onbiTe HalWen KoMaHAabl, MyOOKOM aHaNM3e XaKepPCKUX
KaMMaHUM 1 akTya/ibHbIX pa3BeanaHHbIX U3 MMPa KnbepnpecTynHoCTy.

o S,
\I } Threat Intelligence Qny TDS [ Sensor + Polygon ]
MDHHTDpHHE dHanu3 BoiasneHue UENEBLIX aTaK
M NPOrHo3upoBaHue W Yrpo3 B KOPNOPaTUBHOMW CETH
HOBbIE TAKTUKU Kubepyrpos MOMNbITKA ;
HOMHCTPYMEHTH o AKCNNYATALUU KPUTUYECKUU YLWEPB
ATAK YASBUMOCTH MHUUAOEHT U YBbITKU
A i > ) D ) ) )
= @ Y2 200000 ) 2 20 ) ) ) )0 >

BALUN KJIMEHTHI

A, A
@Iy Secure Bank @Fy Secure Portal
MpepoTBpaweHne XUWLeHUI 3aluTa nepcoHanbHbIX AaHHbIX
M 3alMTa OHMAMH-NAATEXen W NpeaoTBpaLleHne MOLEeHHWYeCTBa
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Intelligence, Technology, Evolution

CyberCrimeCon — KoHdepeHUUA O TeHAEHLUUAX
pa3BuUTMA KnubepnpecrynieHum, TeXHONOrnAx
NPOAKTUBHOMU 3aLNUTbl U pearupoBaHUA Ha UHUNAEHTbI

Perncrpauma > 2017.group-ib.ru
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Knbepnpecrtynnenunsa ¢ 2003 roaa.

WWW.group-ib.ru info@group-ib.ru twitter.com/groupib KpbiioB [1aBen

group-ib.ru/blog +7 495 984 33 64 facebook.com/group-ib krylov@group-ib.ru




