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Europol: iOCTA (Internet Organised Crime Threat Assessment)

Emerging Threats:

= Hostile international Cybercrime, direct ransom requests, psychological blackmailing
(Bitcoin)

= Malware keeps on being #1 threat
= Lack of Best practices and security awareness extending vulnerabilities duration
= More targets to be attacked in the Internet of Things (Smart Appliances, i-cars..)

= “Ceo Fraud”: asking employees for financial transactions on his behalf

= Major Cyber attacks in 2014 and 2015
= Law Enforcement invoviment on large scale
= Organized Cyber crime interested in data and Intellectual Property to sell on the darknet

Z EURTPOL

The Internet Organised Crime

Threat Assessment (IOCTA)
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Europol: iOCTA (Internet Organised Crime Threat Assessment)

2015 iOcta guidelines:

= International Law Enforcement cooperation
= Focus on blocking Cybercrime communities
= Onymous Operation

= Moreresoruces needed
= Cybercrime Awereness increase
= LEA activities to cooperate with Private Sector and Research Centres

= Focus on Artificial Intelligence and Blockchain Technology

=Z EURTPOL
The Internet Organised Crime
Threat Assessment (IOCTA)

PAON RS
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Top 3 Cyber attacks

in 2015

21.5M Federal
Records data
stolen
Credits to
China

Twice victim
of attack

Information
could be used
for identity
theft and
cyber-
espionage.



Top 3 Cyber attacks

in 2015

10GB of personal
data stolen

20GB of Company
data stolen

The Impact Team
threatening to
release real names

and associated
data



Top 3 Cyber attacks in 2015

Chris Regan @
@ChrisRRegan

The Ashley Madison hack has

leaked the personal data of over
ten million men and six women
(four of whom are men).
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Top 3 Cyber attacks in 2015

= Unidentified
Hackers!!
400GB of sensitive
data exposed
Company
confidential data +
Source code
released...

JHackingTeam|

Rely «n us.

HAGINED




Big Data For Cybersecurity

— No. 1 — Keeping up with the arms race.
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Big Data For Cybersecurity
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Big Data For Cybersecurity

No. 3 — Making sense of what’s happening, fast
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Big Data For Cybersecurity

No. 4 — Too many alerts
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Big Data For Cybersecurity

No. 5 - Emerging threats
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Effectiveness declines as spend increases

37% of victims discover
breach internally

Cybersecurity Detection & Spend

300
250
200 63% of victims were
noftified by an external
o entity
100 - 2% by a customer
- 4% by a business partner
50 - 15% by an outsourced
service provider
0 - 42% by law enforcement

2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013

HTime to Detection M Dollars Spent (Billions) Mandiant 2013 Threaf Report
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The SAS Cyber Pchition

Why is SAS approaching this space now?

“64 percent of organizations attacked took more than 90 days to
detect an intrusion”

- 2013 TRUSTWAVE GLOBAL SECURITY REPORT

“Average time for detection being 220 days - 35 days
longer than in 2012”

- 2014 TRUSTWAVE GLOBAL SECURITY REPORT

Time to Detection increasing while global Cybersecurity spending
increasing 10% annually
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Current detection methodologies
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Existing Landscape

ENTERPRISE
STORAGE

Netflow /
IP traffic
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Sas Detection Methodologies

6
intemet 071141299
-ast:00:00: °
'y"olﬂtffzsgw 70/0 ojo[12/0(0!
0|0|0|0|o|0|0I0| | |OOIO b0,
0/0 00|0.00|0. 0/0. ! 0|0|

00]0.000. 010.00[0
e
ojojojojojofo1:00:5€:00:

. . _ ﬂ '
» Behavior based detection algorithms s

« Large scale ingest of good and bad traffic ::ﬁ?c?st:OO:O%I%T(')IFO‘ﬂ552?'505;
. e . 0 41295717

« Enrichment: utilizes data already created in your environment (10000/000/03504/0100

. . . . . - . . .00/0.00]0.00]0.00]0.00[0.00

* Reduce false positives / highlight investigations of priority o.o&o.o%;o.o&o.o'o;o.o&omf

0/ojojojojojojojojo[ojo|ojojoj0]

gI[()l.I10|0|0|0|0|'01:00:55:00:00:

01:80:C2:00:00:0E]0 'res
| (119(ieee ot o
3.111.2.7|0|'193 11
A11.2.7)
sZ.vdonsk.ru'|14129571 o

" . . S

This is not detective work, you don’t need to know what questions ot o) Bm'ggéoéo
- - - 1 I . .19 . -

to ask before investigating. SAS provides a voice to the data a0

192r.116£ls(.)(|)(.)1|0| Ol!?""‘)l Iol%llo|

92,163 00?21 0.1

The Third International Workshop ¢ Advanced Analytics and Data Science



Think about 6.5 billion daily events

Imagine a single cup of coffee ... that cup contains about a million grains of sand

* Then imagine 6,500 coffee cups of sand in front of you ... that approximates the
6.5 billion daily events that SAS ingested

» SAS took those 6,500 coffee cups of sand and sorted each grain based on
whether each grain connected to another grain

« SAS then enriched the grains with other security data
* SAS then analyzed the pairs of grains with a multitude of other calculations '

* SAS then eliminated 6,499 coffee cups ... the single remaining cup had the
equivalent of a single drop of coffee

« ltis this drop of coffee that we are most interested in investigating further,
resembling the few dozen IP address SAS recommended for investigation

The Third International Workshop ¢ Advanced Analytics and Data Science



Behavioural ModJlling

 What do people do and how do they react to different
circumstances?

D What dO people %npé%m}%'bﬁgn daily events
1 Are people doing what we want them to?

I
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Clustering

PEER GROUP ANALYSIS
Group A
- Senior
'"’Q i Managers
= o
I ’i j
“Create groups that 'ﬁ' : : ¢ 7
have similar i i ) 'L’ﬁj
characteristics. "
i 1 |
A measure of how i i
different each Group B Group C
group iS from the R&D Workstations Human Resources
others.”
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Anatomy of a sopListicated Cyber Attack

Data was exfiltrated using multiple servers as
data dump points (11GBs).

40M Payment Cards were stolen.
Sold $23.72 to $135.31 per compromised card

| Customer
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SAS behavioral ALalytics Approach

SAS detects changes in Machine to Machine
Interactions using behavior analytics as it
happens

Priority Alerts

Not Normal interacftion
B B e

m
o= - - ﬁ
| Behavior Analytics

| %—F - On Massive Volume
i Not| Normal Machine to Machine Interactions
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Transitioning fron\n reactive to proactive

The Third International Workshop ¢ Advanced Analytics and Data Science



Future War StorieL...

e \\ \ THERE ] WAS, STUCK

\ IN A CHINESE FHREWALL,

WHEN SUDDENLY OUR

ROUTER LIT UP

LIKE THE FOURTH OF
JULY.. BOTS TO THE

LEFT OF ME, TROJANS
TO THE RIGHT... WE
LOST SOME GOOD

SERVERS THAT DAY,
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