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Effective fraud analytics:
10 steps to detect and prevent insurance fraud
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Almost 2,000 years ago the Roman poet Martial admonished a fraudster for property
arson in one of the first recorded cases of insurance fraud. Today, the magnitude of
insurance fraud is startling. The FBI estimates that the cost of non-health insurance fraud
to US P&C insurers is more than $40 billion per year. This means insurance fraud costs
the average US family between $400 and $700 per year in the form of increased
premiums, and the US is far from alone. In the UK, the Association of British Insurers
states that detected fraud costs over GBP 1 billion (about US$1.36 billion) each year
and adds an additional GBP 50 to the total cost of household insurance per year. On
top of that, undetected fraud is estimated to cost a further GBP 2 billion. The full scale
of insurance fraud is not known, but global estimates suggest that 10% to 20% of all
claims exhibit elements of fraud.
Most insurers continue to focus on claims fraud, but fraudulent activities are prevalent
throughout the insurance life cycle, from the initial application process to claims. As
losses grow, detecting and preventing fraud is consistently ranked among the top
three investment and strategic priorities for insurance executives. Technology is playing
a more important part in combating this issue. In fact, a 2019 study by the Coalition
Against Insurance Fraud (CAIF) found that 95% of insurers are using anti-fraud
technology to detect claims fraud, 55% to uncover underwriting fraud and just over
40% to find internal fraud.
Insurers must determine the best way to address a spectrum of insurance fraud. For
example, Figure 1 shows the typical range of claims fraud that most insurers face,
ranging from opportunistic to premeditative, or organized, fraud.

Figure 1. The range of the claims fraud landscape.
It is impossible to predict future trends in fraudulent activities – and it’s obvious that
there is no single, bulletproof fraud detection technique. However, insurers that adhere
to the following 10 steps have the best chance of detecting both opportunistic and
organized fraud.
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Step 1: Resolve the data
Data is the most valuable commodity for analytically detecting and preventing
insurance fraud. Fraud analytics helps insurers to see potential fraud that would be
difficult for a human to identify easily or quickly. Unfortunately, information silos are
prevalent in the insurance industry. Insurers typically have multiple systems for new
business and claims – often set up independently for each line of business or
distribution channel (direct, aggregator, agent, broker, bancassurer, etc.).
These disjointed systems are problematic when an insurer has a customer with multiple
profiles. In these cases, the software needs to be able to identify the customer as the
same person across multiple systems and resolve different data variations into a single
entity. In some cases, insurers can do this using simple business rules, based on
information like date of birth and phone number. But in many cases, this is not enough
– especially when fraudsters deliberately hide or manipulate identities. To meet these
challenges, insurers use advanced analytical techniques, such as probabilistic matching,
to determine the actual statistical likelihood that two entities are the same.

Step 2: Create a three-pronged data strategy
Having a well-planned data strategy allows analytics to work at three levels:
• Event level. Events cover claims, new business applications, MTAs, etc. The data
strategy should call for making use of previous history and external data when
processing events.
• Entity level. Typically, insurers start with the person (or party), as they could have
multiple roles – such as claimant, payee, third-party or employee. But there are
other key entities to consider, too, including physical address, phone numbers,
bank accounts, repair shops/garages and medical services providers. If customers
can take out a new policy or submit a claim via the insurer’s website or app, it’s also
important to include IP addresses as entities.
• Network level. Once the insurer has collected data from the other two levels, the
solution can automatically join these entities to look for unexplained relationships
in a network diagram.
Analytics helps insurers identify suspicious activities at all three levels, avoiding fraud for
claims, new business applications, entities and networks. With analytics, insurers can
stop fraud that humans would miss.
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Companies should not underestimate the amount of work required for data
management. It’s not uncommon to dedicate more than 50% of the fraud technology
implementation effort to data integration and data quality. An enterprise data
architecture can:
• Standardize and rationalize data across the enterprise.
• Address data quality and accessibility.
• Easily incorporate external data.
• Include mechanisms that both capture and use both structured and
unstructured data.
In the CAIF study, three out of four insurers stated that “data integration and poor data
quality” were among the biggest challenges in deploying fraud detection technology.

Curbing the crisis
Prime Therapeutics, an independent pharmacy
benefit manager, used SAS Detection and Investigation
for Health Care to consolidate data from pharmacies, medical
drug claims and medical services. This allows the company to
prioritize patient safety by making sure there is no drug fraud,
waste or abuse. In one case, Prime discovered a member went to
10 prescribers and 10 pharmacies over the course of 12 months,
collecting 48 separate prescriptions for a total of 1,870 narcotic
tablets. Not only is Prime helping curb the opioid crisis, but it is
saving its clients millions of dollars in recovered payments.

$355 million
saved

in 18 months through
recovered payments
and cost avoidance
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Step 3: Search the sources
Making the right data available to investigators is critical for improving speed and
efficiency during the triage and investigation processes.
Internal data. It’s clear that harnessing data is important – but allowing the investigator
to search within this data is critical. This could be as simple as following up on a tip
about a potential offender by enabling a rapid search of all individuals in the insurer’s
systems. More complex searches allow the investigator to uncover additional
information for a specific investigation. The goal is to make this fast and easy to do.
External data. Integrating external data into the investigation process is also critical.
This could involve making use of insurance consortium data when possible, checking
credit scores and history, validating medical service providers, and facilitating automatic
searching of social media and other key websites. All should be at the fingertips of the
investigator, with results stored for case assessments.

Figure 2. A list of all the investigations being handled by the team, along with a preview
of the selected investigation at the bottom of the page.
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Step 4: Harness business rules
Many insurers still have rule-based systems that test each claim or new business
application against a predefined set of scenarios or business rules to detect known
types of fraud based on specific patterns of activity. These systems flag any claims
that look suspicious due to their aggregate scores or relation to threshold values.
The advantage of the flag approach is its simplicity. After initially configuring the
business rules, it is easy to match activities to accounts with very little investment or
training. Unfortunately, business rules often generate high false-positive rates and
undetected fraud because fraudsters can easily learn and manipulate such rules. In
fact, a large amount of the CAIF survey respondents cited excessive false positives/
negatives as a big challenge to implementing an anti-fraud solution. Thus, insurers
need to review and change rules regularly – at least quarterly – due to natural
deterioration in effectiveness. In addition, business rules are based on past fraud
experiences, so they fail to detect new emerging fraud modes of operating (MOs).
But rules still play an important role by helping describe to investigators why they
are looking at an alert. They should be considered a critical part of a hybrid analytical
approach to insurance fraud and in only a few cases as a red flag.

Modernizing fraud management
Ethniki is the largest insurance company in Greece, offering auto,
home, life, health and disability insurance. The social and economic
situations in Greece have sparked increased amounts of fraudulent
activities. In order to not only combat this challenge, but also
maintain competitive advantage and protect policyholders,
the company turned to SAS. Now Ethniki has a cross-channel
view of its customers – and in the first 14 months of using SAS,
it more than doubled fraud savings by identifying fraudsters
before making claims payments. The firm now has a holistic
strategy for fraud management, giving it the momentum it needs
to modernize operations.
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Step 5: Detect anomalies
With anomaly detection, a form of machine learning, you define baselines for key
performance indicators (KPIs) associated with key entities or events – claims or new
business. It’s also common to run anomaly detection techniques at a network level
to look for unusual or abnormal networks. These techniques should be set up to run
automatically, in a continuous monitoring scenario. When a threshold for a measure is
exceeded, the outcome is reported. Outliers or anomalies can also indicate a new or
previously unknown pattern of fraud.
These analytical techniques are easy to implement. Once in place, the system functions
automatically. It monitors activities by insurance agents, third-party claims service
providers, adjusters and special investigative units (SIU) so you can quickly identify
and correct problems.

Step 6: Use predictive modeling
Predictive modeling is a form of machine learning that insurance data scientists use to
build predictive models that produce fraud propensity scores. As data is entered and
updated, new business applications and claims are automatically scored for their
likelihood to be fraudulent. Then they’re made available for review as part of a hybrid
approach to insurance fraud.
These techniques work particularly well once the insurer has built up enough history
to allow statistical significance. But simply presenting an insurance fraud score doesn’t
really help an investigator or claims handler. Decoding this score is the critical step. It’s
important to remember that if there has been fraud, then a real event has occurred, and
that must be explained to the claims team.
You should use this important branch of machine learning:
• As part of a hybrid approach to detecting fraud.
• To boost or reduce an alert score.
• For helping reduce false positives.
• To find new and emerging fraud patterns.

Gaining accuracy in fraud detection
CNseg, Brazil’s insurance federation, protects more than 100 insurers in the country. One of
CNseg’s four major insurance federations, FenSeg, was able to utilize SAS to identify fraud rings
targeting multiple insurers simultaneously. Since implementing SAS, FenSeg has brought more
suspicious claims to light through real-time analytics and a visual interface. This allows for
quickly automated and more controlled processes powered by machine learning. In fact, the
volume of alerts has increased by 287%. These alerts have proven to be significantly more
accurate and allow FenSeg to forward more alerts insurers can act on.
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Step 7: Automatically uncover networks
Organized fraud involving multiple linked claims is pervasive and continues to expand.
To address organized fraud rings, insurers should automatically view and analyze social
networks to identify fraud-related connections and patterns.
Network link analysis is effective at identifying organized fraud activities by modeling
relationships between entities, both in claims and new business. Key entities can
include the new business applicant or the claimant. But other types of entities may be
relevant, too, such as locations/addresses, service providers, bank accounts, telephone
numbers, IP addresses and vehicle identification numbers – to name a few. After large
volumes of seemingly unrelated claims are automatically checked, patterns and
problems can be identified. Network link analysis might reveal multiple claims in a
short time from related parties, such as members of a single family, or the classic ring
associated with staged scams. Network link analysis should be fully automated. This
means the system will continuously update the interrelated networks with new claims
and policies while rescoring for fraud.
If a network score indicates fraud when running analytics at the network level, that
information can be used to flag a new claim – then the system matches it to the
network. Investigators can search across the full customer base of claims and policies
in seconds and turn up visual indications of connections and overlaps among them.
Many insurers have successfully used network link analysis to identify the presence
of organized fraud rings and take appropriate action. Insurers can also use these
linking and network scoring techniques to avoid paying fraudulent claims at the first
notification of loss. Further, they can avoid fraud proliferation by using these techniques
to check new policies for connections to historical fraud.

Figure 3. Representation of connected entities in a network.
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Step 8: Triage alerts
No anti-fraud technology is perfect. The best strategy for detecting and preventing
insurance fraud is a hybrid approach with multiple analytical techniques working
together. By using a scoring engine based on a combination of business rules, anomaly
detection, predictive modeling, other machine learning techniques and social network
link analytics, insurers can calculate the propensity for fraud with a high degree
of certainty.
While managing suspicious activities and fraud cases is critical to the business, it’s
also very time-sensitive – because service level agreements (SLAs) often regulate how
quickly an insurance company must respond to a claim. This results in overwhelmed SIU
experts and potentially fraudulent activities not being investigated.
Alert management assembles and prioritizes alerts, routes them to the appropriate
team member and explains the analytical evidence behind the alert. This gives
investigators a more complete perspective of the risk, enabling them to conduct more
efficient, effective investigations. In turn, the firm benefits from reduced costs and better
fraud prevention.

Figure 4. Suspicious alerts generated by the analytics, including initial details on the
first alert.
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Step 9: Manage case investigations
When it comes to the critical task of managing case investigations, it’s worthwhile
for insurers to invest in an effective, workflow-driven case management solution.
This helps reduce the time required to manage a case while ensuring that all correct
procedures are followed and appropriate tasks are done. Such an approach has
become increasingly important in countries where there are mandatory requirements
to present proof of a thorough investigation to external parties.

Figure 5. Overview of all of the tasking and planned activity linked to an investigation.
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Step 10: Move to the cloud
In the past, insurance companies relied on homegrown systems to detect fraudulent
activities. However, as technology systems become bigger and more complex, more
insurers are looking at outside resources to build and maintain systems. According to
the CAIF survey, 27% of insurance companies have their systems built by a vendor but
maintained in-house. Another 27% of systems are built and hosted by a third party. And
47% are both built and maintained in-house – a 17% drop from 2016. The reason why
more insurers are turning to the cloud is that it offers insurers of all sizes a remarkably
fast, efficient way to implement fraud analytics technology without burdening
overwhelmed IT resources or introducing big capital expenditures.
But ultimately the decision comes down to the needs of the individual insurer. These
may change over time, and systems could move from on-premises to cloud or, in some
instances, back in-house.

Exposing Fraud
Aksigorta, a leading Turkish insurer, used SAS® Detection and
Investigation for Insurance and increased its fraud detection rate
by 66%. Real-time integration with the claims management system
ensures real-time scoring and the detection of a potential fraud
case within eight seconds. This is a drastic change from the six
months it used to take the insurer to expose organized fraud cases.

Focus on the fraud
Insurers must develop a reliable strategy to proactively manage mounting insurance
fraud challenges. SAS Detection and Investigation for Insurance enables them to
detect, prevent and manage both opportunistic and organized fraud across multiple
lines of business. It includes integrated case management and reporting, along with
components for data management, fraud detection and alert management. It can
also uncover hidden relationships among fraudsters so you can focus on stopping
the highest-value fraud networks.
Data and analytics can dramatically help with the initial detection of fraudulent activity
and patterns. Then claims adjusters and SIUs can turn those analytical insights into
useful results. It has become imperative for insurers to develop a reliable and effective
strategy to proactively deal with the mounting insurance fraud problem. SAS Detection
and Investigation for Insurance enables insurers to detect, prevent and manage
both opportunistic and organized fraud across multiple lines of business.

Learn more about SAS® Detection and Investigation for Insurance.
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