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Introduction

The Security Journey & the Three As

Overview

Regulatory Compliance & Responding to Audit Requests

Assessment & Remediation of Risks
Secure Development

Operational Requests

o Scenario 1: Testing a Specific User’s Access

Scenario 2: Reviewing Admin Privilege
Assignments

Scenario 3: Reviewing Changes to User
Security

Scenario 4: Change Control & Testing
Process for Security Changes

The Departmental Access Report

Confirming Users Only Have Access To
What They’re Supposed To



#GHSUG

Introduction
What If2

What would happen in your organization if someone accessed
data they shouldn’t?

When was your last SAS platform security project?

When was it last tested? How extensive was it? How long
did it take?

Have there been any changes since it was last tested?
Whether they are deliberate, accidental, expected or
unexpected.

How do you know if it’s still secure today?
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AUTHENTICATION

Who are you?

Security Journey
The Three As

AUTHORIZATION
What are you allowed
to do?

AUDITING

What can you access?
What can you do?



Security Journey

Audit, Friend or Foe?¢

TOOLS OF THE TRADE

SAS Management Console

SAS Environment Manager
SAS Visual Analytics Administration Console

Metacoda

The image on this slide is licensed under the Creative Commons Attribution 2.0 Generic License.
To view a copy of the license, visit https://creativecommons.org/licenses/by/2.0/#



Where Does Metacoda Help?

[ SAS Metadata Authorization Layer ]\

SAS / SAS Metadata
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Regulatory Compliance
Common Regulations

Gramm-Leach-Bliley Act (USA)

The Safeguards Rule requires financial institutions to protect the consumer
information they collect.

Designate responsible party

Identify applications hosting or transacting customer information
Assess risks to customer information

Design, monitor and test assessment program

Hold service providers to same standards

Continue to evaluate and adjust programs

Dodd-Frank Wall Street Reform (USA)

O O 0O O O

Intended to promote financial stability by improving accountability and
transparency in the financial system.

o

Sets the baseline for what is “reasonable and appropriate” security around
consumer financial data

Institutions must be ready to prove their security controls and document them
Controls must include time to detect, respond and report breaches impacting
sensitive data

Size and maturity of the organization is a consideration in what is reasonable

To protect investors by improving the accuracy and reliability of corporate
disclosures made pursuant to the securities laws, and for other purposes.

o Sections 302 and 404 indirectly charge information systems to support accounting
and oversight for the accuracy of reporting

Intended to strengthen and unify data protection
for individuals within the European Union.

General Data

Designate a data protection officer

Process personal data only for specific purposes
All customer to take their data with them
Delete personal data once it purpose is fulfilled
Recognize an individual’s ‘Right to be Forgotten’

Protection
Regulation (EU)

Industry standards for self-regulation of security.

Payment Card
Industry Data

Protect cardholder data
Manage vulnerabilities
Provide strong access controls
Monitor and test

Maintain policy

Security
Standards

O 0O O O O



Responding to Audit Requests

Scenario 1: Testing a Specific User's Access

Auditors may request evidence that a specific user, most often an
administrator, has been assigned the appropriate level of access.

In Scenario 1 the auditor requests a report detailing what Hanna, the HR Director in our demonstration company,
has access to. The following information is desired:

o What security groups is she a member of, directly and indirectly
o What folders are visible and/or accessible to her
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Responding to Audit Requests

Scenario 1: Testing a Specific User's Access
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Responding to Audit Requests

Scenario 1: Testing a Specific User's Access

SAS Management Console - SAS94M3 Lev1 [sasadm]
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Responding to Audit Requests

Scenario 1: Testing a Specific User's Access

Identity Permissions Explorer Report = Report output displaying effective
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Responding to Audit Requests

Scenario 1: Testing a Specific User's Access

Plug-ins I Folders | Search | Filter: mame, display name, description, of login ids conkain I s
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Responding to Audit Requests

Scenario 1: Testing a Specific User's Access

Metadata Security Report

.”’ metaCOda Identity Hierarchy and

Group Membership Report

User: Hannah Hanes

Hannzh Hanes
demohannah

dernohannah (Defaultauth)

Groups Tree / Identity Hierarchy {direct group memberships: 3; total distinct group memberships: 8)

: Filters:

i Show duplicate group membership paths: 0FF

s B Hannah Hanes
o R Vegas Enterprizes: Diractors
B %Vegas Enterprisest Finance / AU [Glabal)
= H Vegas Enterprises: Finance (Universal]
© Hg Vegas Enterprizes: Finance (Dornain Local)
© i SASUSERS

° BI Dashboard Users
® PUBLIC

o B Vegas Enterprizes: HR

Groups Table {direct group memberships: 3; total distinct group memberships: 8)

: Filtars:

\ Show duplicate group membership paths: OFF

& |Hannah Hanes Founda

| vegas Enterprises:




Responding to Audit Requests

Scenario 2: Reviewing Administrative Privilege Assignments

Auditors typically request a listing of all individuals with administrative access.
o Administrative groups in SAS Management Console can be provided.

o Arriskis that administrative roles may be added to non-administrative
groups, or groups that are not obviously administrative.

In Scenario 2 the auditor requests a list of all users with administrative access. The following information is desired:

o Who has access to change/update users, create users/groups, and manipulate repositories and metadata
servers

o Who is able to create unrestricted users with access to all metadata and has the ability to provide all
capabilities in SAS Management Console

@““ 4GHSUG y‘ @CharynFaenza @HomesAtMetacoda



Responding to Audit Requests

Scenario 2: Reviewing Administrative Privilege Assignments

[&] 5AS Management Console - 5A594M3 Lev1 [sasadm]

File Edit View Actions Tools Help SAS MANAGEMENT CONSOLE
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Responding to Audit Requests

Scenario 2: Reviewing Administrative Privilege Assignments
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Responding to Audit Requests

Scenario 2: Reviewing Administrative Privilege Assignments

Phug-ns | Folders | Search | Examining users and groups that

Filter: name, display name or description contains |metadata

Repositary: I [# Foundation ;I Repositary Display MName / have an a d min type rOle USi ng the
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B+ E Grid Manager [ Foundation Metadata Server: Unrestricked Provides all capabilitia Role Reviewer pl ug-in

(@ Map Service Manager
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| 4 B ACT Reviewsr 1]
- B4 ACE Reviewer
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£
- iy User Reviewer
# ﬁ Group Reviewer : JFilter: name contains |
cab :r Elﬁ SAS Administrators Member Name
4 Capabiiiy Reviewer ‘- @ Jane Jacobs (Unrestricted) e
£ [a Pratected Object Reviewer @ Koby Kogan (Unrestricted) 2 SAS Administratars
(- @ Login Reviewer @ 545 Administrator 3 | @ |Jane Jacobs (Unrestricted)
[+ fly Internal Login Reviewer @ 5AS Demo Liser 4 | @ |Koby Koqap (Unrestricted)
[+ a Identity Permissions Explorer & 5AS Environment Manager Service Account S5 _| @ [5AS Administrator
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Responding to Audit Requests

Scenario 3: Reviewing Changes to User Security

Changes to user security since the last audit are a frequent focus of auditors.

SAS provides several reports in the SAS Environment Manager Report Center to assist
with tracking historical changes.

In Scenario 3 the auditor requests a list of all changes made to several SAS administration roles. The following
information is desired:

o What user were added/removed from administrative roles
o When were the changes made
o Who made the changes
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Responding to Audit Requests

Scenario 3: Reviewing Changes to User Security

Stored Processes

[ Stored Processes Subsets
=3 Products
=L sa5 Environment kanager

[ custam

[ Dynamic Reports

3 kits

=7 Hightly Reparts
#.[1] ACM Reports
[ aRM Perfarmance Reports
£ Audit Reports [Log Forensic)
£ access Activity
Access Control Changes
Administrator Listing
Artifact Logs Process Rep
Authentication Errors
Client Connections
Group Changes
Logons Mot Authorized
Logs Process Repart
Metadata Client Activity
Metadata Client Logon

User Accounts Remaved

#-[ Events and Alerts
87 sample Gallery
&1 Service Architecture ETL Rep
= System
=17 applications
217 s45 Environmant Manager
e e

Output Formats and Debugging

EE RN

% ) Show only required items [denoted by ™)

Parameters Reset to Default
Parameters > Subsets Reset to Default
Begin date and time

Current date and time previous year 7 [January 28, 2016 07 :44:56 Ph)]

End date and time

Current date and time v [January 28, 2017 07:44:56 Phi)

‘Where clause to filter SAS Environment Manager Data #art table

Time zone offset (relative to UTC of Data Mart)
Data Mart Timezone (local host offset) »
Parameters > Qutput Formats and Debugging Reset to Default
output format
HTMLS A
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Several reports are available
within SAS Environment Manger
to support audit requests
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Responding to Audit Requests

Scenario 3: Reviewing Changes to User Security

Stored Processes

N Summarizing security changes
3 Storaed Processes Event Summary Totals
&3 Products Court
=0 sas Environment Manager N
3 custom Audit Record Evert
3 bynamic Reports 31407 1:5ASADMESASPW: Access Control change 108
L kits 314071 SASADMEZEASPW. Added AccessControl Template %0
=0 Mightly Reports 314071 SASADMEDEAS PW: Added |dentityType 12
g ACM Reports 314071 SASADMERSAS PW: Added Internal Login Objld 5
ARM" Performance REPD“S‘ 31407 1:SASADMEDIAS PW: Added Lagin with Userld 3
3 sudit Reports [Log Farensic)
) 31407 1:5ASADMEDSASPW: Added Mamber IdentityTipe 20
[} Access Control Changss 314071:SASADMEZEAS PW: Changed AccessControl Tamplate 98
@ administrator Listing 314071 SASADMEZEAS PW: Changed IdertityTpe 21
[£ artifact Logs Process Report 21407 1:5ASADM@SASPW: Changed Internal Login Objld 12
[£] authentication Errors 21407 1:SASADME@SASPW: Changed Lagin Userld 3
[# Client Connections 313696:5ASDEMO: Access Contral changs 5
£ Group Changes 313636:5ASDEMO: Remaved IdertityType Bl
£ Logons Not Authorized 313836 SASDEMO: Removed Member IdertityTpe 15
@ Logs Process Report FBA0E6 SASADMEEAS Pw: Added Member IdentityType 15
@ Metadata Client Activity 334085 SASADMEDSAS PW: Changed IdertityTipe 3
@ Metadata Client Logon FITA5E SASADM@SAS PW: Changed ldertityTpe 3
(&) User accounts added 3403445 ASADMEEAS PW: Added IdentityType 3
[# User Accounts Remaved 342356 S ASADMEEAS PW: Access Control change 57
#7 Events and Alerts 247396 SASADMESAS PW: Added Access Control T mplate 3
w1 sample Gallery 342396 SASADMEEAS FW: Added Authertioztion Damain Name 3
L servics Architecture ETL Report 342396:SASADMEDIAS PW: Added Lagin with Userld 3
w03 system 342396 SASADMEDSAS PW: Added Mamber IdentityTipe 138
347396 SASADMEZSAS PW: Changed AccessControl Templste 5
47396 SASADMEZEAS PW: Changed IdertityTpe 57
! » suvaRe Channed | ogin tiserid 3 hd
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Responding to Audit Requests

Scenario 3: Reviewing Changes to User Security

Stored Processes

5| Audit Report Userids_Added
Stored Processes -
=03 Products Administrator | Tan Start Datelime Matadata Userid Log_Line
=1 sAS Environment Manager Userid
Customn sasadm@saspw | ZZJAN20MT:10:11:46  testrustomrepo 2017-01-22T10:11:45 595 INFO [D2500774] 314071 :as2dm@saspn -
D N 21407 1:SASADM@SASFN: Added Login with Userld=testoustomrepo,
ID Dynamic Reports [14=A5 AP CE2 ACOO0001, AuthDomain=Defaultauth to [d2ntity Types Names,
L1 Kits
=0 Nightly Reports 22JANZ017:2131:36  demomaria 2017-01-22721:31:36,070 INFO [02727822] 340918:sasadm @saspuy -
340913:5ASADM @SASPi: Added Login with Userld=demomaria,
w3 ach Reports -ASINPRYA,ASI000TE, AuthDomain=Defaulthuth to Identity Type= Name=,
#1 ARM Performance Reparts
=0 audit Reparts (Log Forensic) Z2JANZ017:21:31:36  demosusan 2017-01-22T21:31:36,070 INFO [02727822] 346918 5asadm @saspw -
it 34021 S ASADM @SASPE: Added Login with Userld=demosusan,
&, mccess activity AGINPRYAASI000TC, AuthDomain=0efaulthuth to IdentityType= Name=,
@ Access Control Changes
&) administrator Listing Z2JANZO17 215310 | scott WegasORA 2017-01-22T21:53:08,618 INFO [12736955] 342396 sasadm @saspn -
; 342306:5 ATADM @SASPK: Added Login mith Userld=soott,
& Artwfact‘Lug‘s Process Report Objld=AS3NPRYA ASO00OTD, AuthDomain=OracleAuth to
@ Authentication Errors Identity Type=Identity@roup Name=\egasORA, Objld=AS3NPRYA ASOD00SM.
& client Connections Z3IANZOT 474500 | dbZuser VagasDBZ 2017-01-23T17:44:50,047 INFO [13211697] 390336 sas2dm@sasp -
@ Gl’OUP Changes 200336:SASADM@SASF: Added Login with Userld=dbZuser,
. Objld=AS3NPRYA ASIODOTE, AuthDamain=bB2Auth to
@ Logons Mot Authorized Identity Type=IdentityG roup Name=\egasDB2, Objld=AS3NFRYA ASODNOSR
@ Logs Process Report ZZJANZONTAD196  testoustomrepo 2017-01-22710:11:45,898 INFO [02500779] 31407 1:sasadm@saspw -
£l metadata Client Activity 31907 1:5ASADM@SASPiE: Added Login with Userld=testcustomrepo,
) il CEZ.ACOOOO0T, to Identity Type= Name=,
@ Metadata Client Logon abj
@ 22JANZ01T7:21:31:36  demomaria 2017-01-22T21:31:36,070 INFO [02727822] 2460918:sasadm [@saspw -
£l user Accounts Removed 340213 SASADM @SASPE: Added Login with Userld=demomaria,
-AGEHNFPRYAASD000TE, AuthDomain=DefaultAuth to IdentityType= Name=,
&[0 Events and alerts = e
0 sample Gallery 22JANZO17:21:31:36 | demosusan 2017-01-22T21:31:36,070 INF O [12727522) 345915 5asadm@saspu -
-1 Service Architecture ETL Report: 390012:SASADM@SASPIE: Added Login mith Userld=demosusan,
) Objld=AS3NPRYA ASOODOTC, AuthDemain=Cefaultauth to ldentityType= Name
[+ System Objld=
Z2JANZOT 215300 | sooft WagasORA 2017-01-22T21:53:00.618 INFO [02736955] 342306:s2sadm @sasp -
342206 SASADM@SASFN: Added Login with Userld=scott,
jld=AS3NPRYA ASO000TD, AuthDemain=Drasleuth to
q 3 Identity Type=IdentityG roup Name=\egasORA, Objld=AS3NPRYA ASOOO0S M -
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Responding to Audit Requests

Scenario 3: Reviewing Changes to User Security

Reviewing changes to the

Stored Processes

Audit Report Group_Changes
(1 Stored Processes P P 9 roles
=3 Products Graup Name Rdministrstar | Twn Start Datetime Audit Record Eveart Userid
=0 sas Enwironment Manager META: Operaters Role sasadm@saspw | ZIJANZOITAE6:05  J00336:SASADM@SASPW: Added Member | SASAdministraters
3 custom IdentityType
[ bynamic Reports sasadm@saspw | ZIIANZONTALE6:05 | 90II6:SASADM@SASPI: Removed SASAdministrators
& Kits hember ldentityType
. sasadm@saspw = Z3JANZOA7:1456:05 300336:SASADM@SASFU: Removed demoalice
=23 Mightly Reports Member ldentityType
L ach Reparts sasadm(@saspw | ZRJANZOATAAEGO6  S00336:SASADM@SASF: Added Member | SASAdministiatars
[ ARM Performance Reports |dentityType
[J sudit Reparts {Log Forensic) sasadm@saspi | 2Z3JANZOITI456:06  300336:SASADM@SASPI: Removed SASAdministrators
[£) access Activity hlember IdentityType
[£) Access Control Changes META; Unrestricted Users Role sasadm@saspw | Z2JANZONT:00:43:15 ﬂ;ﬁzﬁﬁfmu@%spw; Added Member | Adminlane
@ Administrator Listing
N sasadm@saspw | ZZJANZOMT:09:43:15 | 31407 1:SASADM@SASF: Added Member | AdminKoby
@ Artifact Logs Process Rep IdentityType
[# authentication Errors META: User and Group Administrators Role | sasadm@saspw | 12JANZ017:09-1048  Added Wember IdentityType SAS User Administrator
[#) client Connections sazadm@saspw | 12JAN2017:00:27:34 | Removed Member [dentityType SAS User Administrator
& sasadm@saspw | ZIIANZONTAES07 | J903I6:5ASADM@SASPI: Added Member | SASAdministrators
(& Lagans Mat Autharized IdentityType
(£} Logs Process Repart sasadm@saspw | ZIIANZONTAES07 | J903I0:SASADM@SASPI: Added Member | demobarbara
£ tnetadata Client Activity |dentityType
[£] wetadata Client Logon sasadm@saspw | ZIJANZONTAS5507 | 300F30:SASADM@SASFIY: Removed sasAdministrators
hember IdentityType
@ User Accounts Added
sasadm@saspw = Z3JANZOA7:14:56:07  300336:SASADM@SASFU: Removed demoalice
@ User Accounts Removed Member IdentityType
=L Events and Alerts sasadm@saspw | ZRJANZOITAASE0T  300335:5ASADM@SASFI: Added Member | SASAdministratars
=7 Sample Gallery IdentityType
{7 Serwice Architecture ETL Rep sasadm@saspw | ZIIANZOMTAES07 | J903I0:SASADM@SASP: Added Member | demobarbara
IdentityTy
=X System entityType
& L applications sasadm@saspw | ZIIANZONTALES07 {SASADM@SASPW: Removed SasAdministrators
B3 sa5 Environment Manager - sasadmi@saspw  ZAJANZONT 136516 | 488752 SASADM@SASPU Added Member SASUSERS
P IdentityType
4 4 -

y‘ @CharynFaenza @HomesAtMetacoda




Responding to Audit Requests

Scenario 4: Change Control & Testing Process for Security Changes

Auditors also seek to understand how administrators test for unauthorized changes to security.

Metacoda provides Metadata Security Testing Framework that allows administrators to test for
changes at a time interval of their choosing.

In Scenario 4 the administrator demonstrates the process for testing security changes to the HR folder to the
auditor.

o A base starting point is identified
o An XML test script is created that can be modified to test all or specific items
o The Test Runner plug-in is used to run interactively or the test is scheduled to run in batch

@““ 4GHSUG y‘ @CharynFaenza @HomesAtMetacoda



Responding to Audit Requests

Scenario 4: Change Control & Testing Process for Security Changes

Plug-ins | FUHE"S] SearChI IFilter: narne, display name, description, or login ids contain Ihr

Configure the Metadata
Security Test XML file

Repasitory
Foundation

Repository: Ill Foundation Display Mame

[N

£ arid Manager

& Map Service Manager
£ Metacoda

i 3 L@ ] Security Tools

By ACT Reviewer D RS
[+ Byg ACE Reviewer Plg-ins | Foders | Seerch] Fier: name, dislay name, description, o loginids conkain [ir x| 2
; ) Repostory: [ (8 Foundstion e | Dispiag Nams 7 e [[Protecied [ ace tontity_[ Logne_ 4
[#- g User Reviewer i oy Comtsre S Demorsmtors yap et o

i A I [ 6 GrdManager
\ Wf Metacoda
§ 3 own 22 o GO @ s ;

' ’ Export Preferences: Groups _’l_l

-

I~ Export Indirect Group Memberships XML for each Group

Properties @ Testrunner

g Identity Sync

L] Utties
13 Metadata Manager
Pubishing Framewcrk

schedule Manager

I~ Export All (Direct & Indivect) Group Memberships XML for esch Group

[ Expart Direct Rale Merberships HML for each Group

T - B ACT Reviewsr i Reviey the following export preferences for Groups o] o= A @ ExtIds (1
w8 g5 Refresh Enterprises: HR g i Rt : ol o] dex )]
= |: hniah Hanes @ User Reviewer (O [ Expatt Laaine $L For &3¢k Graug = x| 2=
@ Preferences... [~ Export Indiect Logins XML for sach Group A
- d Irons 28 Role Reviewer - E
a Export HTML.. . - Capabity Reviewer I~ Export Al {Direct & Indrect) Logins XML for sach Group
f 4 % Protected Qblect Revlevier O ¥ Export Direct Members ¥ML for each Group
ﬁ Export Metadata Security Test =ML... Login Revierer
I B ¥ b Internal Login Reviewer (L) | | exmore mrect Members st Far each crou
@3 Identity Permissions Explorer
Export Al {Divect & Indirect) Members XML for each Grou
0 9 ExportCsv... Bcoperemen e (O | [Foemne ) v
E 8 Permissions Tracer [V Export Direct Group Memberships XML For each Group

I~ Export Indirect Role Memberships XML For each Group.

T Server Manager =
38 User Manager
oy coeck | west> || e cancel |
Ty SAS OLAP Server Moritor

- (i mantenance

(21 Applization Managemert
#E Corfiguration Manager

] Deployment Tester B
MA Enterprise Miner 4

[Found 57 aroups n 2,461 seconds, | & sasacm@saspw as Unrestricted

Kl

sas94malnz01 ; 8561




Responding to Audit Requests

Scenario 4: Change Control & Testing Process for Security Changes

= HR_Group.xml EI|

24 ;I

25 [H<Groups complete="false' >

Zé é <l--

2 Filters:

z8

z39 User name, display name, description, or login ids contain: hp

30 r--=

g1 [ £EroUpP recquired="true' repository='"Foundation' name='VegasHR" displayName="Vegas Enterprises: HR" desc="This group is usec

32 <DirectLogins complete="true">

33 </Directlogins>

34 [ <DirectMembers complete='true">

35 <User reguired="true" name="demghannah"/>

36 <User required="true" name="demgian'/>

37 7 </DirectMembers>

38 [ <DirectGroupMenmberships complete="true":>

39 </DirectsroupMemberships>

40 <DirectRoleMemberships complete="true'>

41 </DirectRoleMemberships>

42 “hccessControls complete="true">

43 </AccessControls>

14 </ Group>

45 </Groups>

46

47 </decTest>

48

-

‘I »
extensible Markup Language fils |Iorgth;1634 lines 1 48 Lnaal Col: 61 Sel:0|0 |Dos\Wndows ANST a5 LITF-8 lﬁ V)




Responding to Audit Requests

Scenario 4: Change Control & Testing Process for Security Changes

=] SAS Management Console - SA594M3 Lev1 [sasadm]
Fie Edit Wiew Actions Tools Help

Slmex@es Test results are viewed in the

Plugrins | Folders | search |

Test #ML File: |C:\Metacoda TestsiHR_Group. xml _Jpen.. B Run Test T R n n r P I g_i n
O e —— | SR |C e a2 est Runner Plu

&[] Environment Management =] |[stetus: € eFaires /21 tests rum
B Authorization Manager ) Loat
P Bl Lineage Filter: test or reason contains | [Displays status For metadata security testing: the number of Failures, and the total number of metadata security tests run
3 Data Library Manager [ Test

Reason | q
The test specifies a COMPLETE set of DIRECT members for the group “egasHR'. The test has faled
3 i F embers far the ¥ F

@, Foundation Services Manager
B Grid Manager

- @ Map Service Manager

B/ Metacoda

(18] Securky Tools

(33§ ACT Reviswer

B ACE Reviswer

i User Reviewer

&y Group Reviewer - — - =

@ Role Reviewer Test: [GroupsiGroup{VegasHR )Directiembersjcomplete/-+user ‘demadavict

&5 Capabiity Reviewsr Messages:

[ Frotected Object Reviewer The test specifies & COMPLETE set of DIRECT members for the group 'VegasHR'. The test has failed because the user
&b Login Reviewer 'demodavid' was unspecified but was found to be a direct member of that group.

iy Internal Login Reviewer

@3 Tdentity Permissions Explorer
[18 Obiect Permissions Explover
08 Permissions Tracer

(G Audit Reviswer

g Tdentity Sync

=[] Utiities e
+- [0 Metadats Explorer

[ Pubiic Types Explorer

5 workspace Inspector

[ 73 Metadata Manager

B & Publishing Framework

(@ Schedule Manager =

Feun Metadata Security Tests from XML specifications.

|g sasadm@saspw as Unrestricted

sas9dm3inxdl : 8561
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Assessment & Remediation of Risks
Evaluating the Security of the SAS Environment

The distinction between a compliance security

program and a strong, effective security program
that uses established best practices

o Periodic reviews ensure a smooth, efficient audit and o Compliant: Data is secured by individually adding
strengthen the overall security program users to individual metadata objects (data, programs,
o Reviews also provide an opportunity for administrators etc.)
to evaluate their environment’s adherence to best o Best Practice: Data is secured through the use of ACTs
practices that are applied to metadata folders containing

metadata objects (data, programs, etc.). Users are
added to groups that are granted access via the ACT.

@;“ HGHSUG y‘ @CharynFaenza @HomesAtMetacoda



Assessment & Remediation of Risks
The Departmental Access Report

Are we complying to business security requirements?

In the following example, we want to create a report demonstrating sensitive HR data is secured.

@““ 4GHSUG y‘ @CharynFaenza @HomesAtMetacoda



Assessment & Remediation of Risks

The Departmental Access Report

Plug-ins | Fu:ul-:lersl Searchl

Repositary

Repositary: Ill Foundation
i Foundation

Ll L

E arid Manager

>E Map Service Manager
="M/ Metacoda

Elil Security Tools
E’ﬁ ACT Reviewer
@3 BICE Reviewer
- fiy User Reviewer
-- =% Group Reviswer
ﬂ Role Reviewer

Veqgas Enterprises: HR,
@ Hannah Hanes
‘B Tan Irons

Determining who has access to a
departmental folder



Assessment & Remediation of Risks

The Departmental Access Report

Fle Edt View Actions Tools Help

f=] 5AS Management Console - 5A594M3 Lev1 [sasadm]

I E

Slmex @ees

Plug-ins | Folders | Search|

__|Falders | g Libraries | @ Object Search |

L«

Repositoryi | (0 Foundation

@ Map Service Manager

171 Metacoda

(@] Security Tools

B ACT Reviener

34 ACE Reviewer

@ User Reviewer

@ Group Reviewer

{2 Role Reviewer

# Capability Reviewer

[ Pratected Object Reviewer
i Login Reviewer

& Internal Login Reviewer

@3 Identity Permissions Explorer

R permissions Tracer
[& Test Runner

g dentity Sync

(] Utilities

- [7§ Metadata Manager

-8 Publishing Framework,

7- (@ Schedule Manager

N

Server Managsr
B User Manager

5[] Manitoring

(- [fy 5AS OLAP Server Moniter
[ Maintenance:

=[] Application Management:

Configuration Manager
) Deploymert Tester
A Enterprise Miner

1<l

B Grid Manager -

=
[ TestingCustam

Filter: member name contains |

(] User Folders

=[] Vegas Enterprises

[ Asia-Pacific

(] Director Reports

[ Executive Reports

(] Finance
)

[ Morth America
[ Shared -

K|

Repositary Type Name:

@ Foundation |[[JFolder  [Stored Pracesses

@ Foundation | j[Folder  |Reports
Foundation || Folder  |Jobs

@ Foundation |[j[Folder  [Information Maps
Foundation | Folder  |Data

Effective permissions for: [_|[¥egas EnterprisesfHi

Filter: name, display name, or lagins ids contain |

Access Level

Z
]
Z
2
=
fa

4_ Display Name
SAS Administrakor

M m [rR [w [< [po [a
Update metadata & data, Administer v 2 v v v | 7 CAEANd
543 Dema Liser Update metadata & data, Administer | o v "2 AR AR AT ArAaN;
@ 345 Environment Manager Service Account Update metadata & data, Administer | o v "2 AR AR AT AR AN
8 [Jane Jacobs Update metadata & data, Administer | o v v AR AR AT AR AaN;
g oby Kogan Update metadata & data, Administer | v v v (v v v v &
@ [Yane Jacobs (Unrestricted) Update metadata & data, Administer | v " A AraAraArans
@ Koby Kogan (Unrestricted) Update metadsta & deta, Administer | v v v (v v [v v |+
8 SAS Administrators Updats metadsta & data, Administer | o v v v | v | v (v & |+
E) “egas Enterprises: Administrators Update metadata & data, Administer v v v v v v v v v
10 X O X
11 |8 Dorothy Dickens Update falder members, Update data | o X v X v | v (v | v | %
12 | Aaron Atking Update Falder members, Update data | o x v x v |« | ¥ | v | X
B Euan Eastan \pdate falder members, Update data | X v ¥ |v | v | ¥ | v %
B [Zac Zmmerman Update folder members, Update data | o X " X [ & [ & |« | & | %
B |LisaLowes Update folder members, Update data | o X " X | & [ & |« | & | %
8 [Tan Irons Update folder members, Update data | o X "2 X | & | & |« | v | %
8 [Charles Caxtan Update folder members, Update data | o X v AR AR A AraE:
3 | & Barbara Benrings Update folder members, Update data | o X v AR AR AR AR AR
9 | & Harnah Hanes T [Update folder members, Update data | X " X (& |7 (& | ¥ [ x
0 [5G Veqas Enterprises: HR. 1 [Lipdate folder members, Undate data | o X v X (v v [vlvx

o

| Find 2 metadata object and explore the, effective permissions for

ol identities (users and groups) across all repositories.

| & sasadm@sasp as Unrestricted

=

as34malnxL ; 8561

WSUG #GHSUG

Determining who has access
to a departmental folder

y @CharynFaenza @HomesAtMetacoda



Assessment & Remediation of Risks

The Departmental Access Report

Display Mame I Access Level R il gl M R ! C ]

1 | @ [543 Administratar |Update metadata & data, Administer "4 4 4 "4 4 "4 v v
2 | @ 585 Demo User |pdate metadata & data, Administer v v 4 v v v ' '
3 | @ (585 Environment Manager Service Accounk |Update metadata & data, Administer v v ' v v v v v
4 | 2 |Jane Jacobs |Jpdate metadata & data, Administer v v v v v v 4 4
5 | & kobv kogan pdate metadata & data, Administer v v v v v v v v
& | @ |lane Jacobs (Unrestricted) |Update metadata & data, Administer "4 4 4 "4 4 "4 v v
7 | @ koby Kogan {Unrestricted) Ipdate metadata & data, Administer 4 ' 4 4 ' 4 v v
g @& [5~s administrators |pdate rmetadata & data, Administer v v v v v v v v
a egas Enterprises: Administratars |Jpdate metadata & data, Administer v v "4 v v v v v

y [Mike: Mitchell ™ [Update Folder members, Update data [ [x] (] [x] S 9 O 9
11 | & |Dorothy Dickens © Inspect value. . Update Folder members, Update data v x v X v v v |
12 | & |Aaron Atkins [ Copy value... Update Folder members, Update data v x 4 x ' 4 ' '
13 | B |Euan Easton ) |Update Folder members, Update data v X ' X v v v v
14 | B [Fac Zimmerman Advanced Properties. . |Jpdate Folder members, Update data v x "4 X v v v v
15 | B |Lisa Lowes m Permissions Tracer... |Update Folder members, Update data v x v X v v v v
16 | & [Tan Irons \@ [Update Folder members, Update data 4 x "4 4 4 "4 4 4
17 | B [Chatles Caxkon G |Jpdate Folder members, Update data v x 4 v v v v v
18 | B |[Barbara Bennings i |Update Folder members, Update data v ' v v v v v

Again, taking a deeper look at a user’s

access to assess a potential issue



Assessment & Remediation of Risks

The Departmental Access Report

=] Permissions Tracer

Ohiject: [ f¥egas EnterprisesHR

Idenkity: (& Mike Mitchell

X | 42 Search Objects...
% | 4 Search Identities. ..

- Options:
W Rale Implied [V Divect ACEs W Indirect ACEs v Repository ACT I Inapplicable
I™ Intermediate Effective [V Direct ACTs ¥ Indirect ACTs ¥ Default ¥ Definitive
Traced Permissions | Object Inheritancal Identity Hierarchyl
| Pathyhiame | Source Identity | Precedence # [ R [wm [wwm [em R [w [ 4
1 |Wegas EnterprisesiHR. | [ Effective Permissions & Mike Mitchel il X v X v v _;I
[ i |
3 Wegas EnterprisesfHR |57 Direct ACT (Wegas Enterprises: Hide) PUBLIC 2 o e
El [fweqas Enterprises B2 Indirect ACE {Explicit) SASLSERS 4 a
|5 | Cij[5As Folders = Indirect ACE (Explicit) PUBLIC [ [x] “x [x]
3 Foundation A Repository ACT (Defaulk ACT) SASUSERS 7 v
7 | ¥ Foundation 5.1 Repository ACT (Defalt ACT) PUBLIC [ I}
& Defaulk Deny (Repository ACT is present) PUBLIC 9

Close

@}m)@ #GHSUG

The Permissions Tracer
provides a complete detailed
view on how the access level
for a user on an object is
determined

y @CharynFaenza @HomesAtMetacoda



Assessment & Remediation of Risks

The Departmental Access Report

‘0 metacoda

Effective Permissions and Access Levels for Multiple Identities on a Single Metadata Object

Folder: [ /Vegas Enterprises/HR

Object Permissions Explorer Report

5435 Administrator

Update metadata & data, Administer

SAS Dermo User

Update retadats & data, Administer

SAS Environment Manager Service Account

Update rmetadata & data, Administer

Hane Jacobs

Update metadata & data, Administer

Koby Kogan

Updste rietadats & data, Adrinister

Dane Jacobs (Unrestricted)

Update retadats & data, Administer

Koby Kogan (Unrestricted)

Update metadata & data, Administer

&
&
&
&
&
&
&

&

545 Administratars

Update metadata & data, Administer

[Vegas Enterprises: Administratars

Updste rietadats & data, Adrinister

&

B [Mike Mitchell Update folder rmembers, Update datal
B [Dorothy Dickens Update falder rmembers, Update datal
B [aaron Atkins Update folder members, Update datal
B |Euan Esston Update folder members, Update dats
B [zac zimmerman Update folder rmembers, Update datal
B [Liza Lowes Update falder rmembers, Update datal
B |1an Irens Update folder members, Update data
B |chatles Caxtan Update folder members, Update dats
B [parbara Bennings Update folder rmembers, Update datal
B [Hannah Hanes Update falder rmembers, Update datal
B[vegas Enterprises: HR Update foldsr members, Update data
ER[veaas Enterprises: Business Analysts Updste folder rmembers, Update dats

[Vegas Enterprises: Data Scentists

Update folder rmembers, Update datal

[Vegas Enterprises: Data Integrators

Update folder rembers, Update datal

lalice Adams

[View metadata 2 data

Aok oo,

IJEdITiIdT@E@eEeE@Euoeee e .. T

iz rmatadats 8 datbs

LENASENENENENENE AN SN NA YN NE N Y AR B YA A

LIRS E AR A SRR NN NN NE S YA AN
TEEEEEEEEEEEEEEEEEEEEEEEE

T I e T Bl e e B B T 0 e e e e e B W

L R R R A e e e e A e e Y A e A A A I R R RS

xR [R[sRREEEEEEEEEEEEREEEEE
c[x[A A [sARRER[EEREEEEERERRERE]E]E
xR R [RREEEEEEEEERREEREE]EE
L e B T T B B O T O O e S S S B ST S S

Reports can be produced at this level of
granularity, if needed, to document the
administrator’s findings



SECURE DEVELO

SAS® Metadata Security 301
AUDITING YOUR SAS ENVIRONMENT



%

p

@woo HGHSUG

Secure Development
Verifying Security Integrity

Reviewing security is not just the administrator's job

Developers need to use the same best practices in
development that are used in production

Developers and administrators should work together
throughout the development life cycle

Testing should look for both intended and unintended
consequences

y‘ @CharynFaenza @HomesAtMetacoda



Secure Development

Verifying Security Integrity

& 5AS Management Console - SASYAT3 Lev1 [sasadm] -]
Fie Edt Wiew Actons Tools Help

Identifying the necessary
w8 e . .
=2 security groups for Visual
Description Protected ACE Identity Login Ids A Analytics Development

BB X|

Plug-ins | Folders | Search|

Repostory: | () Foundation Repository

5 545 Management Console

(=[] Envirorment Management

B puthorization Manager

[ B Lineage

(3 Data Library Manager

%y, Foundstion Services Manager
B Grid Manager

1@ Map Service Manager
I Metacoda

3-8 Security Tools
B4 ACT Reviewer

- B ACE Reviewsr

& User Reviewer 4 | J_I

- T— R Members (5:5) | &R Groups (0:0) | @ Roles (0:0) | ## Capabilties (0/113) | & Logins (0) | B AcT Part. (1) | B= AcE Part. (0) | B= acTs (0)| B aces (o) | Gy Ext 1ds (1) |

2 Capabilty Reviewer Vegas Enterprises: Directors Fiter: name contains | l‘ i‘
[ Protected Gbject Reviswer Wember Hame Membership Path
- iy Login Reviewer

b Internal Login Reviewer

@3 1dentity Permissions Explorer
- [} Obiect Permissions Explorer
- |28 Permissions Tracer

[& Test Runner

g Identity Sync
(7 Utilties

T Metadsta Manager =
¥ Publishing Framework
@ Schedule Manager
T Server Manager
3 User Manager

[ Meritaring

& Eve Evans Repositary
B Gayle Gordon E
& Hannah Hanes

& Dy Ives

b || 0

1jce : a3 Enterpri
Foundation 1 Eve Evans « Vegas Enterprises: Directors

Gayle Gordon @ Foundation 1/Gayle Gordon « Vegas Directors
1

1

Eve Evans

Hannah Hanes @ Foundation

Hannah Hanes « Yegas Enterprises: Directors
Twy Tves @ Foundation

Ty Tves + Vegas Directars

o

|Found 43 aroups in 0,016 seconds,

[ sasadm@saspun =5 Unrestricted asva7alnx01 : 8561

UG #GHSUG y @CharynFaenza @HomesAtMetacoda



Secure Development
Verifying Security Integrity

5ASVisualAnalyticsAdministratar/SAS_AdminClient sv 0 ~ & || @ Manage Environment

[0

File View LASR Tools Help Sign Out
Folders LASR Semvers © | LASR Tables © | ﬁ BONUSES *
[ (@t types) RIS
|§-'§ EAEGE | ‘ Authorization
M 'i SAS Folders = Effective permissions:
» B2 My Folder
‘_. BiLineage l:lenmy ReadMetadata Read WriteMetadata Write Administer Create +
2
» [l Metacoda Demos &' PUBLIC ® ® ® o o e x
» M Products & 8AS Administrators © © @ @ @ [ ®
v Shared Data 4 SAS System Senvices @] @ @ @ ® [
v [l SAS Visual Analytics 4 SASUSERS @ @ © © o) )
>l Autoload
'= Funlic ".::‘ Vegas Enterprises: Da @ @ @ @ ® @
‘,. LASR "'.':' Visual Analytics Data A @ @ @ @ ® ®
[T AVERAGE TIMET| & Carol Charleston @ e © © o) o)
] AVERAGE TIME T| & EveEvans @ G e @ ] ® o
[ AERAGETMETL | < | & Gayie Gordon @ %G e @ @ (] [
BONUSES ’
2 & e o e © © © S
fF outputTable
f USERs
E} Visual Analytics Publ|
B it b i o

The Visual Analytics Administration
Console displays the effective
permissions on the metadata object



Secure Development

Verifying Security Integrity

e T | [ r—— Specific row-level conditions
can be displayed by right-
clicking on the Identity

Edit Permission Condition

Enter an expression to specify the rows that can be viewed by user Eve Evans.

- Data ltems [b] Resulttype: | [ Boolean | = |

® Scarch text Visual | Tedt |
» 4> Character
»@ Numeric

{ COUNTRY = = [caNapa] © )

~ Operators

5 Search text

»@ Numeric (simple}
» %3 Comparison

» [ Boolean

>4 Text (simple)

Messages ‘ Scrateh |

@EM HGHSUG ,‘ @CharynFaenza @HomesAtMetacoda



Secure Development

Verifying Security Integrity

Filter: protected object path/name or description contains Ibnnuses x | ’

Repositary ] PathfMame # Protected ACTs# ACEs# Perm. Cond,
Foundation X ] 5

-

Ez ACTs (0) B ACEs (8) |

Identity # |Jser Ref, R
Carol Charleston (Person) [Yes ,‘l-,

Ll M

o
=
i
L)

Permission Condition

M

S (]

2 |B=|Carol Charleston (Person) [Yes & a COUNTRY = 'U,5.4."*wa <?xml version="1.0" encoding="UTF-8" standalone="yes"? > <e
3 | B |Eve Evans (Person) Yes /i, (]

4 |B= Eve Evans (Person) Yes & a COUNTRY=CAMADA' *WA <7xml version="1.0" encoding="UTF-8" standalone="yes"? > <ax
5 | B | Gavle Gordon (Person) Tes & a

6 | B |Gavle Gordon (Person) Tes ,‘l-, a COUNTRY = "NZ' *Wa<rxml version="1.0" encading="UTF-3" standalone="yves"? = <ex opld:
7 | B2 |Ivy Ives (Person) Tes & ﬂ

& | B |Ivy Ives (Person) Yes ,’l\, a COUNTRY = "aUS *ya < 7eml version="1,0" encading="UTF-8" standalone="yes"? = <&x op

The Protected Object Reviewer shows all
of the permission conditions and the
underlying XML



Secure Development

Verifying Security Integrity

Rle & Wen Acions 1035 Help The Object Permissions
SpreXE@8es
P s s S e Explorer sorted by the access
Repository: | [ Foundation ||| =2 vegas Erterprises ] {Fiter; merber name contains [ x| # .
P . - level badge to group lik
5] 545 Management Cansole = | epasitory | | Type | Mame_/ A eve a e O ro u I e
1 [ Environment Management Executive Reports 1 Foundation A3 repart (2G) |Country Bonus Repart = .
59 Authorizaton Mansger Lawe | = : levels of access for review
- B BI Lineage [ Morth America = .
= 1 Sk
[ Zh Data Library Manager
- %, Foundation Services Manager Effective permissions For: [ [{¥egas Enterprises Director Reports
- H Grid Manager Fiter: name, display name, or logins ids contain | | 2 & &
- @ Map Service Manager
W/ Metacods 4_ Display Name / Access Level e [wm [wm [av [rR [w [c [p [a q
1 [&] Security Tools 1 (58S Administrator Update metadata & data, Administer v v v v v | v (v [ ¥ | ¥ -
W ACT Reviewsr |SAS Demo User Update metadata & data, Administer v v v v v v v v 4
AF Reviomer [Search Interface ko A5 Content User Update metadata & data, Administer | o | o v AR AR ArAraE;
g & (545 Environment Manager Service Account Update metadata & data, Administer | & | o v A AR ArArAaE;
i User Reviewier & [1ane Jacobs Update metadata & data, Administer | v 7 AR AR AR AR AEZ
- il Group Reviewer 2 [Koby Kogan Update metadata & data, Administer | o | & @ AR AR AR AR AR
ﬂ Role Reviewer @ ane Jacobs (Unrestricted) Update metadata & data, Administer v v v v v v v v v
# Capabllity Reviewsr 8 | @ [Koby Kogan {Urvestricted) Updats metadata & dats, Administer | @ | & v A A ArArANg
[ Protected Object Reviewer 9 545 Administrators Updats metadata & dats, Administer | @ |« v A ArArAraEi
& Login Reviewer 10 fegas 3 Update metadats & data, Administer v v v v v | v (v | v | ¥
& Internal Login Reviewer 11 | & [tan Irons Update folder members, Update data | o x v X [AEdAraEran:
@ ety Permisions Explrer & [Hannah Hanes Update folder members, Update data | o x v X | & | & |« | v | %
Y i Wegas He Update folder members, Update data | o x % X |/ | 7 | & | 7 | X
& [alice Adams View metadata & data v X X X |[& [ %X | x| x| %
8 Permissions Tracer 8 |zayle Gordon View metadata & data v X x x v | x X [ x | %
[€) Test Runner & |Carol Charleston Vievt metadata & data v x X X v X X X X
3 Idertity Sync 8 [Eve Evans View metadsta & data v X X X |« [ x | x| x| %
- utilties & [Bob Baster View metadsta & data v x x X | & [ x | x| x| %
[ 3 Metadata Manager - & [ivy Ives View metadsta & data v X x X | & [ x | x| x| %
-2 Publishing Framemork vegas Exzcutives Miew metadsta & data v x x X | & [ x | x| x| %
D Sehedhie Manager 1| g fvenas Directars Miew metadsta & data v x X X |« [ x | x| x| %
=2 o 2 | @ 58S Trusted User [ [View metadzta v x X X [ %X [ %X | % | x| %
[ H Server Manager 5| @i (545 System Services S view metadata v x X X X | x [x | x | %
~ & User Manager 4+ | @ [543 Anonmymous web Liser (¢l [Hide metadata x x X X (¥ [x [x [x [ x
&[] Maritoring =l Al
| Find a metadata objact and explore the effective permissions for al identities (users and aroups) acrass al repositories, | & sasadm@saspw as Unrestricted asva7alnx0l : 8561
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Secure Development

Verifying Security Integrity

etacoda Tests\sasgfl 7au level-test.xml - Notepad-++

File Edt Search View Encoding Lamguage Settings Macro Run Plugins ‘Window 7 # XML Scripts Can
| c SHE S 8| Wk[2e |t <|BE EEE|E N BB E|[s e

B vavowevahason ] also be used in the

1 <?xml version="1.0" encoding="UTF-8"7>
<Sasiest mine = 'http://metacoda. confxed/pluging.sactost-G- development process

smlns:xsi = "http: f/www. w3, org/2001/XMLSchema-instance" .
xsi:schemalocation = "http://metacoda.com/xsd/plugins-sectest-6 http://metacoda. com/xsdfplugins-sectest-6.xsd" > to teSt secu rlty

<Object reguirsd='"trus' publicTyps='Folder" parentFolder="/Vegas Enterprises' name='"Director Reports">

2

3

3

5

& <0hjects>
7

8 O <AccessControls complete="true" >
2

<ACT true' name='Vegas Enterprises: Hide'/>
10 <ACT reguired='"true' nams='Vegas Enterprises: HR (Update)"/>
11 <ACT reguired="true" name='Vegas Enterprises: Executives (Read)"/>
1z <ACT reguired='"true" name='Vegas Enterprises: Directors (Read)"/>
i3 e </AccessControlss
14 [ =/Chjects
15 B <0Object require true' publicType='Table'" parentFolder="/Shared Data/SAS Visual Apalwtics/Public/LASR' name="BOHUSES":>
16 E <AccessControls complets="true >
17 <User required="true" name="demgeargl' permissions='+RM,+R" hasCondition™"true' condition='"COUNTRY = &apog;VU.S.A.&apps:/*VAKLL:?
18 <User reguired="true" nawme='gdemgeye" permissions="+BM,+R' hasConditior="true' condition="COUNTRY = &apps:CANADA&apos:/*VA&LL:?xm
19 <User regquirsd="true' nams='"demggayle' permissions='"+RM,+R" hasCondition="true' condition="COUNTRY = &apog;NE&apps:/*VA&LL:?xml
20 <User required="true" name="demgiyy" permissions="+BRM,+R' hasCondition='true' condition="COUNTRY = &apps AUS&apgs:/*VAGLL:?xml v
EE </iccessControls>
22 [ =/chiscts
23 [</Objects>
24
25 ~</8ecTest>
ze
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Operational Requests
Confirming Users Only Have Access To What They're Supposed To

Administrators also have to ensure that users only have access
to the objects and capabilities that they are intended to have.

If users are members of multiple groups,
unintended access may be granted through inheritance.

In the following example, a user switches from one geographic sales team to another.
Not only must the administrator grant access to the new team’s folder, they must also ensure
that access to the prior team’s folder is removed.

@““ 4GHSUG y‘ @CharynFaenza @HomesAtMetacoda



Operational Requests

Confirming Users Only Have Access To What They're Supposed To

[ 5AS Management Console - SAS34M3 Lev1 [sasadm] mEE

Filtering the User Reviewer
gmeXE@o8s

o | ks | sern| e ne plug-in allows the

Repository: ||I Foundatian Display Mame / Description « . N

= pre—— administrator to confirm the
~[_7] Erwirorment Management .

g Authorization Manager a p p ro p rl ate Ch a n ges h ave

[ B1 Lineage

() Data Library Manager

B e aacng been made to the user’s

8 Grid Manager
~1@ Map Service Manager

group memberships

[ (&1 Security Tools _l_l

B ACT Reviewer 4 ]
B ACE Reviewer s Sroups (135) | @ Roles (0:9) | 8 Capabilties (251/415) | @ Loains (13| @ Int. Login (0) | G AcT Part. () | B2 ACE Part, (0) | B AcTs (0)| B= aces ()| @ Extics 1)

& Dawid Dovle Filter: nae contains | il ﬁl =
) Group Reviewer -Ehy Veaas Enterprises: U.5.A, —
G Role Reviser iy ¥eaas Enterprises: North American Region fevel Hame Reposkory tembers
£ Canabilty Reviewer 1 g vegas Enterprises: Report Consumers 1 0/ [David Davle @ Foundstion -
[ Frotected Object Reviewer | 5 R sasisERs 2 1|k [venas Enterprises: U.5.A, Foundation | David Doyle « Vegas US.A.
@ Logn Reviner & e 2/l Wegas Enerprises: Narth American Region | @ Foundation |David Doyle < Vegas U.5.A. «vegasEn

3|ig [Weqas Enterprises: Report Consumers Foundation |David Doyle « Vegas U.5.A. « Yegas En
i Interal Login Reviswer 4| [SASUSERS @ Foundation David Doyle « Vegas U.5.A. «Vegas En
3 1dentity Permissions Explorer 5| g PLUBLIC @ Foundation |David Doyle « Vegas U.5.A. « ¥egas En
[13 Obiect Permissions Explorer
B Permissions Tracer
[& Test Runner
g Identity Sync
[ Utilties

Metadata Manager
Publishing Framework
Schedule Manager
Server Manager

= mlicl|g & =

[l

@
m
£
i
z
I‘I;

o

| Found &0 users in 2.652 saconds, | & sasadm@saspw as Unrestricted

sasa4malnx0l ; 8561

y @CharynFaenza @HomesAtMetacoda



Operational Requests

Confirming Users Only Have Access To What They're Supposed To

__| Folders | _d Librariesl @ Object Searchl

D Finance ;I:Filter: member name contains
w7 HR
5[ Morth America Repositary
50
[ Data Foundation Data
[ Information Maps Foundation | J|[Folder  [InFarmation Maps
[ Jabs Foundation |[J[Folder  [Jabs
[ Reparts Foundation | j[Folder  |Reports
[ Stared Processes Foundation |[|[Folder  [Stored Pracesses
=[] UsA
[ Data
[ Information Maps
[ Jobs
-7 Reports
-7 Stored Processes
B[] Shared - Al

P

g

Effective permissions for: Dl!\fegas Enterprises Morth AmeticalCanada

Filter: name, display name, o lagins ids contairg]david) h
Display Marme )

Access Level

RM

WH

WM

M

1 | & |pavid Dovle

| 1] Hide metadata

®

#GHSUG

Using the Object Reviewer
plug-in allows the
administrator to confirm the
user’s access level is correct

y @CharynFaenza @HomesAtMetacoda



Operational Requests

Confirming Users Only Have Access To What They're Supposed To

/¢ Object Permissions Explorer %\
-

C | @ fle: i Metacoda®h 20Reports/CanadaFolder Access.hitml | f

1 metacoda

Effective Permissions and Access Levels for Multiple Identities on a Single Metadata Object

Object Permissions Explorer Report

Folder: [ /Yegas Enterprises/North America/Canada

SAS Administratar Update metadata & dsta, Administer

SAS Demo User Updats metsdsta & dsta, Administer

Update data & data, A

SAS Environrment Manager Service A

dene Jacobs Updats metsdsta & dsta, Administer

Update metadata & data, Administer

Koby Kagan

Jan= Jzcobs (Unrestricted)
Koby Kagan (Unrestricted)
Mike Mitchell

Updats metadsta & dsta, Administer
Update metadata & data, Administer

Update folder members, Updats datal

Dorothy Dickens
Asren Atkins

Update folder members, Update datal

Update faolder members, Updats datal

Eusn Eastan Update folder members, Update data

Zac Zimmerman

Liss Lowes Update folder members, Update datal

Charles Caxton Update folder members, Update data

arbara Bennings Update folder members, Update datal

Eue Euans Wiew raetadata & dsts

Fred Faulkner view metadata & data

Alice Adaras Wiew raetadata & dsts

Bob Baxter view metadata & data

SAS Trusted User Wiew raetadata

SAS Anonymeus Web User Hide metadats

SAS Data Remediation Services User Hide metadata

Larry Lomnax Hide rm=tadats

Gayle Gordon Hide metadata

v
v
v
v
v
v
v
v
v
v
v
Update folder mernbers, Update data) o
v
v
v
v
v
v
v
v
x
x
x
x
"

B I B S B E B E R E I RN R BN Y ENES
EIEIEIEIEAE IR E IR AR N ANEN AR AR AN N ANENENEANAN
B R R E R R R RN R R R R N B R EES
R e R e e A Y e Y A A A R A Y AR R AR
e [ [ [ 3 [3e [ [ 3 [ [ 3 e [ e [ e [ [ [ [ [ = R [ [R [8 & [8[&

|0 ] 0 2 | 4 | 4 4| | o

&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
]
&
]
&
&
2

[T ide rmatadats

An Access Report can be created to confirm that the
access has been correctly modified
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Contact Us

<] Email: info@metacoda.com

‘I Web: www.metacoda.com

’ Twitter: twitter.com/metacoda

H Facebook: facebook.com/Metacoda

m_ LinkedIn: linkedin.com/company/metacoda

u YouTube: www.youtube.com/user/metacoda

‘"
@HomesAtMetacoda metacada
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