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The COVID-19 pandemic threw public health infrastructure – or, more accurately, the limitations of 
current public health infrastructure – into the spotlight. However, in reality, this is the last place public 
health should be.

“Modern public health infrastructure is one that isn’t actually seen,” contends Meghan Schaeffer, EdD, 
MPH, MPA, an epidemiologist and National Public Health Adviser at SAS. “When public health is seen, 
there is usually a crisis. There’s a pandemic, an epidemic, a food recall, an outbreak or lead pipe con-
tamination.”

Public health agencies, whether at the federal, state or local levels, are responding to these events and 
being cast in the limelight to ensure the public understands the risks and that the stewards of health 
care and public well-being are prepared to handle the ramifications of an adverse event.

“COVID-19 is actually the third new-to-people coronavirus that we’ve had in 18 years,” Schaeffer states. 
“There is an unprecedented amount of mutation, and we have other dangerous pathogens that are just 
waiting to attack us, like highly pathogenic avian influenza that is governed by the flight pattern of ducks 
and geese and can affect our livestock population. The only reason it hasn’t so far is that it hasn’t made 
it to the US to the extent it could.

“We know there will be more pandemics, and they are happening at a greater frequency than they ever 
have before. We are very lucky that COVID has been as mild as it has been, even with all the morbidity 
and mortality that we’ve experienced. It could be so much worse,” adds Schaeffer.

Modernizing public health infrastructure is more important than ever to get ahead of new threats and, 
hopefully, stop them in the first place.

What modern public health infrastructure looks like

“Modern public health infrastructure anticipates disease, finds populations who are vulnerable and 
works to improve their foundational health, and actively surveys the population for situations of inter-
est,” Schaeffer explains.

“Countries with more integrated health systems survey for disease constantly, so they can find clusters 
of, say, atypical pneumonia across health systems and hospitals because their data all speak to each 
other,” Schaeffer says. “They can see everything at once. Whereas in our health systems and in public 
health, the systems not only don’t talk to each other, but by the time it’s found, it’s usually too late.”

Advanced analytics is key to transforming public health infrastructure from this reactive state to one that 
can predict risks and events to manage them before they occur.

A modern public health infrastructure also does this by tapping into data beyond the medical field, adds 
Maria J. Barhams Sagoua, MHSA, a Principal Industry Consultant at SAS with years of experience 
helping federal governments and private sector technology firms advance public health.

“It’s not just clinical health care data sets but really data on the environment around that community and 
the services individuals have access to,” Barhams Sagoua states. “It’s taking the ‘public’ in public health 
and bringing all that data together to serve a population.”

Leveraging data beyond the strictly medical or clinical data sets available to public health agencies 
enables stakeholders to more deeply characterize populations. This allows clinicians to more easily 
find opportunities for prevention and intervention and better allocate resources to get ahead of potential 
public health crises.

“It opens up so many doors to collaborate with nontraditional partners who might help us close dispari-
ty, equity and quality gaps in the populations we characterize,” Barhams Sagoua says. That is, if public 
health agencies can build a strong data foundation.
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First step to modernization: Building a data foundation

Reinforcing the data foundation is the first step to modernizing public health infrastructure. However, 
today’s public health infrastructure faces significant technology limitations.

“Public health is like using a flip phone. You can barely text, it’s cumbersome, and there’s no such thing 
as an app,” Schaeffer explains. “We need to provide a foundation in public health similar to that of the 
health care system – the ability to communicate rapidly and bidirectionally while supporting substantial 
data infrastructure for real-time insights. Unfortunately, public health does not have that foundation yet.”

The primary reason for holes in the foundation is the approach public health has taken to software 
purchasing. Public health agencies have largely relied on the Centers for Disease Control and Preven-
tion (CDC) for free access to data and technology or on previous license packages. Agencies have also 
tended to invest in popular or the latest and greatest solutions, leaving stakeholders to manage public 
health in an episodic manner.

This approach to software purchasing is understandable – public health has 
not been continuously well funded. The government mostly invests in public 
health when a crisis occurs. For example, public health funding saw a major 
bump after the events on September 11, when the country feared a biochem-
ical or biological attack. Now, public health agencies are seeing an infusion 
of funds and resources because of the COVID-19 pandemic. However, this 
leaves agencies stuck with technology that caters to a specific use.

The other major challenge facing public health infrastructure is the technology 
itself.

“Public health departments have limited capacity to manage and analyze data 
received from health care to inform policy,” says Madhu Bussa, MBA, Senior Solutions Architect at 
Amazon Web Services (AWS). “This is due to reduced public health budgets, outdated informatics sys-
tems, custom-built technology and an overall lack of informatics expertise. Compounding the problem, 
public health surveillance is predominantly manual, with little automation for tracing viral spread.” 

Data silos are especially apparent in the US medical system due to lack of integration between public 
health information systems and health care systems, further hindering public health surveillance.

If public health agencies want to tap into more holistic data sets and perform the analytics necessary to 
be proactive against threats, then they must change where that data lives and how it can be accessed. 

Right now, most agencies house data on premises. This approach may have made sense a decade 
ago when stakeholders were nervous about putting sensitive and protected information in someone 
else’s control (e.g., a cloud provider). However, that is a misconception, especially now.

“Cloud is more secure than traditional on-premises data centers,” Bussa says. “For AWS, security and 
compliance with laws and regulations across industry are paramount.”

Public health agencies can also take advantage of the economies of scale cloud providers have – a 
capability that is key for organizations looking to expand data sets securely to create a more complete, 
holistic picture of their populations.

“The strategy is to build a centralized data repository of health data and electronically source data from 
health care systems using standard protocols for multimodal data analysis of a population group to 
conduct surveillance,” Bussa says.

By creating a more flexible data foundation – one that can accommodate a wider range of data on a 
more secure, agile platform – public health agencies can leverage the advanced analytics necessary to 
be proactive.

https://www.rand.org/pubs/research_briefs/RB9608.html
https://www.rand.org/pubs/research_briefs/RB9608.html
https://www.cdc.gov/cpr/readiness/funding-covid.htm#:~:text=To%20bolster%20the%20governmental%20public,CDC%2DRFA%2DTP18%2D1802
https://www.cdc.gov/cpr/readiness/funding-covid.htm#:~:text=To%20bolster%20the%20governmental%20public,CDC%2DRFA%2DTP18%2D1802
https://healthitsecurity.com/news/cloud-security-hipaa-compliance-deter-hospitals-from-cloud
https://healthitsecurity.com/news/cloud-security-hipaa-compliance-deter-hospitals-from-cloud


4

Taking the next step with advanced analytics and visualization

Accessing the right data has been a challenge for public health agencies. With the appropriate data 
foundation, public health stakeholders can modernize their approach to analyzing data using more so-
phisticated data analytics tools.

The private sector has already tapped into the power of advanced analytics to predict events, miti-
gate risks and prepare for the future (e.g., banks use analytics and visualizations to identify sources 
of potential fraud). Now is the time for public health to employ 
similar technologies, especially with funding from pandemic-re-
lated legislation.

Advanced analytics enables public health agencies to pre-
dict where an epidemic, food recall or other public health risk 
may emerge. The tools do this by aggregating the information 
public health agencies can access (e.g., CDC databases and 
immunization registries), as well as new sources of data, like 
health information exchanges, real-world data and social deter-
minants of health factors.

“Analytics can then characterize people and populations for 
public health agencies so they can create what we call ‘action-
able surveillance,’” says Barhams Sagoua.

Cloud & analytics: Better together

Combining the power of a cloud-based data center with the advanced 
analytics of a technology company can enable public health agencies to 
modernize their infrastructure in a way that is scalable, agile and usable.

SAS® Viya® leverages AWS, the world’s most comprehensive and broadly 
adopted cloud platform, to create a scalable environment to power 
analytics capabilities across an organization while staying within a single 
integrated solution. The environment can tap into any AWS data store or 
other cloud-native service to break down any data silos preventing active 
surveillance. It can also scale quickly to meet emerging workloads.

The cloud-native analytics can also be used by other applications running 
in AWS, enabling faster production of models and visualizations. This 
capability also supports longitudinal analytics in a secure environment 
with end-to-end governance, all while allowing users to employ the tools 
they already have.

Choosing an analytics solution that collaborates with a cloud provider like 
AWS creates value for public health agencies now and in the future.

https://www.sas.com/en_us/customers/bangkok-bank.html
https://www.sas.com/en_us/customers/bangkok-bank.html
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Actionable surveillance is at the center of modern public 
health infrastructure

“Everything we do is passive right now,” Schaeffer explains. “Epidemiologists are sifting through com-
plex, disconnected data to try and find connections and anomalies. We have to get into that more 
proactive stance.”

Take the highly pathogenic avian influenza. As a nation, public health agencies have limited capacity to 
test swine and avian populations and other animals to identify mutant flu strains. The strains exist, and 
epidemiologists do regularly find them in animals, Schaeffer explains, but they don’t proactively identify 
a large portion of them even if they have already spread to people. By the time these highly pathogenic 
strains are identified, the virus has already spread to other people, creating a public health crisis.

“Implementing actionable surveillance solutions is key,” Schaeffer says. “Being able to genetically cata-
log how these pathogens are changing, which genes they’re acquiring in each of those mutation cycles, 
these are critical parts of public health we are not on top of, and we’ve got to get to the point where it’s 
not just about people but about animals, too, and our environment, for that matter.”

All-inclusive data analytics platforms can help public health 
agencies realize this goal. Unlike the episodic nature of old-
er technologies, all-inclusive platforms do data mining, sta-
tistical analysis, forecasting and simulation on a larger scale. 
For public health, this means deeper characterizations of 
people and populations, greater data capabilities and more 
advanced ways of visualizing data.

“With SAS Viya, you don’t have to run your code or start 
with your Microsoft Excel file to pull data into your statistical 
software, then pull that into your visualization tool and then 
publish it to your website,” Schaeffer elaborates. “You can 
do all that in one cloud environment, which is really a pro-
gressive and innovative approach.”

The latter of the capabilities – visualization – is especially 
key to modernizing public health infrastructure.

The COVID-19 pandemic showed the value of the right visualizations. Real-time, interactive maps, 
charts and graphs helped epidemiologists understand the extent of the virus’ spread while these same 
visuals gave citizens the transparency they wanted during the height of the pandemic.

However these visualizations were not easy to create and remain limited to COVID-19. Nearly all other 
public health reporting dashboards are static, revised annually or in cumbersome formats that do not 
enable seamless data extraction or interpretation. These challenges limit what researchers can do with 
the data. Dashboards end up being one-dimensional, making it difficult for researchers to make the 
connections necessary to identify the root causes of anomalies.

With a solid data foundation and the right analytics, public health agencies can create more stable and 
insightful visualizations to continue the fight against COVID-19 and other diseases that have yet to be 
identified. Visualizations can expand beyond the first dimension to create real-time, longitudinal visual-
izations that point to the causes behind public health crises or threats, as well as predict future risks to 
public health.

The tools exist in the private sector and to some extent in the public sector. They just need to be ap-
plied to public health.

https://www.sas.com/en_us/insights/articles/analytics/public-health-infrastructure-desperately-needs-modernization.html
https://www.sas.com/en_us/insights/articles/analytics/public-health-infrastructure-desperately-needs-modernization.html
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The time to act is now

The COVID-19 pandemic has put a spotlight on both the inadequacies and the opportunities of public 
health infrastructure. At first, the pandemic revealed a crumbling foundation and a patchwork of solu-
tions that could not keep up with a new and evolving virus. Later, the country saw what public health 
stakeholders can do when they have the resources to invest in technology to get ahead of disease.  
“Scalability and agility are crucial,” Schaeffer states. “You can’t always predict what is going to happen, 
especially in infectious disease. We must have the infrastructure 
in place to support those efforts. The future of human health 
depends on whether we act now.” 

“I can’t think of a state that didn’t have to acquire technology on 
the fly during the pandemic. This should not have happened,” 
Schaeffer states. “We should have been able to handle a hun-
dred thousand cases or case data to that volume. We do in 
Medicaid. We do in health care every single day.”

“We’re still having difficulty with data integration, like bringing in 
immunization data, along with case data to determine things like 
breakthrough infections or reinfections,” Barhams Sagoua says. 
“That’s an enormous problem for public health agencies.”

Combined with interoperability challenges across state lines and 
even into the CDC, this effort is daunting. 

Fortunately, public health agencies are in a good position to begin modernization. These organizations 
still have time to use funds from the Coronavirus Aid, Relief, and Economic Security (CARES) Act and 
American Rescue Plan of 2021.

Public health agencies should use their newfound fiscal resources and public interest to build “from the 
ground up,” according to Barhams Sagoua, “from the data foundation all the way through visualization 
and advanced analytics.”

“It might take several years to move through that process, but we need to use this opportunity to do it 
now,” Schaeffer says.

There is a cost to inaction if public health agencies do not act now. Public health agencies can either 
invest their newfound – and probably short-term – resources now to prevent future crises or pay for 
inaction later when a new mutation or virus catches the country off-guard once again.

“Scalability and agility are crucial,” Schaeffer states. “You can’t always predict what is going to happen, 
especially in infectious disease. We must have the infrastructure in place to support those efforts.”

Discover more about modernizing public health infrastructure using SAS Viya and AWS, including how 
to manage and prepare data, apply investigative case management to infectious disease, and use ana-
lytics to address opioid use disorder, maternal morbidity/mortality and other major health crises. 
www.sas.com/reimagined

https://www.congress.gov/116/plaws/publ136/PLAW-116publ136.pdf
https://www.congress.gov/117/plaws/publ2/PLAW-117publ2.pdf
http://www.sas.com/reimagined

