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IN THIS EXCERPT 

The content for this excerpt was taken directly from IDC MarketScape: Worldwide Responsible 

Artificial Intelligence for Integrated Financial Crime Management Platforms 2022 Vendor Assessment 

(Doc # US47457622). All or parts of the following sections are included in this excerpt: IDC Opinion, 

IDC MarketScape Vendor Inclusion Criteria, Essential Guidance, Vendor Summary Profile, Appendix 

and Learn More. Also included is Figure 1. 

IDC OPINION 

This IDC Financial Insights study presents a 2022 vendor assessment of worldwide enterprise vendors 

that offer artificial intelligence (AI) applications for financial crime management designed for use in the 

banking segment. This research quantitatively and qualitatively assesses multiple characteristics that 

help explain a vendor's success and position in the marketplace. This evaluation is based on a 

standardized set of parameters from which IDC can produce a comparative analysis of responsible AI 

fraud management vendors. 

The growth of digital and mobile banking (mbanking) and expanding ecommerce and digital payments 

necessitate that banks be able to identify potential fraud in real time. In addition, they must be agile 

enough to quickly adapt to changing fraud threats and trends, identify suspicious activity across 

channels, and detect organized ring activity. Banking institutions worldwide are recognizing the need 

to holistically manage fraud risk. This means having the ability to understand a customer's or entity's 

behavior across channels and lines of business and in real time.  

Unfortunately, previously adequate, legacy rule-based financial crime management systems have 

become antiquated. They lack the sophistication needed to recognize the nuances of rapidly evolving 

criminal patterns and keep up with new products and consumer behavior. The result is high levels of 

false positives and low detection rates that sap financial institutions' (FIs') resources by requiring the 

need to secure more costly, experienced compliance staff. The high false positives and low detection 

rates stemming from rule-based monitoring are why chief compliance officers (CCOs) at FIs are 

turning to intelligent technologies such as AI to leverage data more effectively across their financial 

crime management programs. But then, they must do it responsibly. 

Forward-looking banks view responsible AI fraud management as an important component of 

managing the customer experience, leveraging fraud analytics to enhance product and service 

offerings. Responsible AI is emerging as a dominant prerequisite for AI, and businesses must take a 

proactive stance. 

IDC MARKETSCAPE VENDOR INCLUSION CRITERIA 

This IDC MarketScape study is an assessment of vendors that offer AI applications for financial crime 

management designed for use in the banking segment. The vendor applications provide AI-based 

analytic and modeling solutions for financial crime (fraud and anti–money laundering [AML]) detection 

and prevention that can be purchased and deployed as an independent/standalone offering. 

This study includes worldwide vendors of financial crimes management applications and platforms. 

The vendors included in this study are all substantial competitors within the retail banking fraud 

management space. To be included in this study, vendors must have active customers in two or more 
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regions; been in production for 2+ years; deployment options offered should include on premises, 

private cloud, and public cloud/software as a service (SaaS); and earn from the AI offering an 

estimated revenue of at least $20 million annually. 

Research Scope and Definitions 

Scope 

This IDC MarketScape study is an assessment of vendors that offer AI applications for financial crime 

management designed for use in the banking segment. The vendor applications provide AI-based 

analytic and modeling solutions for financial crime (fraud and anti–money laundering) detection and 

prevention that can be purchased and deployed as an independent/standalone offering. 

General-purpose AI platforms are out of scope for this study. 

Definitions 

Responsible AI is defined as a framework to build trust in your AI solutions. It focuses on the 

development and use of AI solutions in a manner consistent with user expectations, organizational 

values, and societal laws and norms. It also incorporates the right planning, oversight, and 

governance. The five foundational elements of trust for building and deploying responsible AI solutions 

are fairness, explainability, robustness, lineage, and transparency. 

ADVICE FOR TECHNOLOGY BUYERS 

IDC Financial Insights offers the following guidance to financial institutions for the selection of a 

responsible AI financial crime management software vendor: 

▪ The degree to which the vendors assessed in this study are separated is not vast. 

Consideration should be given to all vendors regardless of their position within this 

assessment. 

Note: Both IBM and NICE Actimize were scheduled to be participants in this IDC MarketScape 

project; however, both institutions have opted out of the project in the beginning stages. 

Consideration should also be given to these two vendors also when looking at responsible AI 

financial crime management software vendors. 

There is considerable commonality in capabilities and strategies across the different vendors. 

The areas in which IDC identified differentiation are: 

▪ Responsible AI: Responsible AI includes the concepts of fairness, explainability, 

adversarial robustness, lineage, and transparency. AI is table stakes today for mitigating 

financial crime, but doing it in a responsible manner is desired by financial institutions, 

auditors, regulators, and clients. 

▪ Link/network analytics: Vendors with advanced capabilities offered visual link analytics as 

a standard part of their offering. Vendors with this capability should also enable role-based 

permission controls so that fraud managers can determine who has access to the visual 

analytic capability. 

▪ Real-time detection/scalability: All vendors in this study indicated an ability to support real-

time transaction fraud risk decisioning. The vendor-stated upper-limit volume processing 

capabilities based on transactions per second (tps) varied considerably. Buyers 

considering a fraud platform to support real-time fraud risk decisioning should closely 

examine prospective vendors in this area. 
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▪ Staff banking domain experience: IDC did not quantitatively assess staff industry 

experience in this study; however, through conversations and observations, IDC noted a 

difference between some firms. Several firms had mid to senior level employees that 

previously worked in fraud management at a bank. All the vendors employ product 

managers and data scientists that are highly knowledgeable about fraud and the 

technology to support an EFM approach. Those vendors with experienced fraud 

practitioners, from banking, may have a better ability to understand the needs, 

requirements, and pain points of the bank buyer. 

VENDOR SUMMARY PROFILES 

This section briefly explains IDC's key observations resulting in a vendor's position in the IDC 

MarketScape. While every vendor is evaluated against each of the criteria outlined in the Appendix, 

the description here provides a summary of each vendor's strengths and challenges. 

SAS 

SAS is positioned in the Leaders category in the 2022 IDC MarketScape for worldwide responsible 

artificial intelligence for integrated financial crime management platforms. 

SAS is at the forefront for investing in AI/ML-powered solution innovations. During CY 2019 and CY 

2020, SAS filed 72 AI-related patents and was awarded 85 AI-related patents. In addition, in CY 2021 

SAS filed a total of 33 AI-related patents. SAS Fraud Management, SAS Financial Crimes Analytics, 

and SAS Anti–Money Laundering are part of an end-to-end solution that help financial institutions fight 

fraud, money laundering, and terrorist financing with AI, machine learning, intelligent automation, and 

advanced network visualization. The solution supports multiple channels and lines of business, 

enabling enterprisewide monitoring from a single platform.  

The platform simplifies data integration, enabling enterprises to combine all internal, external, and 

third-party data to create a more accurate predictive model tuned to an organization's needs. Bringing 

together this data on a single technology platform gives enterprises the flexibility to scale up or out as 

their business changes and respond faster to new threats as they arise.  

Embedded machine learning methods detect and adapt to changing behavior patterns, resulting in 

more effective, robust models. Key technology components let enterprises easily spot anomalies for 

each customer. In-memory processing delivers high-throughput, low-latency response times — even in 

high-volume environments — enabling enterprises to score 100% of transactions in real time. SaaS' 

patented signature-based approach captures customer behavior data from multiple sources and 

analyzes it for patterns and inconsistencies every time a transaction is processed. When fraudulent 

behavior is detected, alerts are scored and prioritized, enabling immediate customer self-service (or 

fast review and assessment), reducing the chances of wrongly declined transactions that would 

adversely affect the customer journey. SAS Visual Investigator empowers intelligence analysts and 

investigators to work more collaboratively and efficiently. Investigative workspaces provide interactive 

visualization and search capabilities for building, gathering, exploring, visualizing, and manipulating 

data relevant to investigations and research. Auditing information related to user activities is captured 

automatically by the system, and you can configure the level of detail captured to meet your 

compliance needs.  
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To help enterprises balance between accuracy and explainability of their machine learning models, 

SAS' diagnostic options include numerous assessment metrics such as Lift, AUC, F1, confusion 

matrix, and variable importance. To give more direct insight into model behavior, SAS provides Partial 

Dependence (PD) plots, Individual Conditional Expectation (ICE) plots, Local Interpretable Model-

Agnostic Explanation (LIME), and Shapley values. Using natural language generation, analytical 

results are displayed in easily interpretable plain language structured print templates that conform to 

regulatory requirements. 

SAS has multiple delivery models for its offering: packaged on-premises software, SaaS for analytics, 

and API-driven architecture, which provides the ability to leverage additional third-party software in 

conjunction/integrated with its offerings.  

Strengths 

SAS has achieved a strong strategy functionality and offering, growth, and capabilities in trustworthy 

and ethical AI and customer satisfaction.  

According to IDC research, customers liked that SAS has the tools to help balance between accuracy 

and explainability of the machine learning models. SAS offerings' diagnostic options include numerous 

assessment metrics such as Lift, AUC, F1, confusion matrix, and variable importance. To give more 

direct insight into model behavior, SAS provides PD plots, ICE plots, LIME, and Shapley values. Using 

natural language generation, analytical results are displayed in easily interpretable plain language 

structured print templates that conform to regulatory requirements. 

Data is foundational to AI/ML SAS' strategy to improve data orchestration including further expansion 

of the company's marketplace of third-party vendor adapters (designed to speed up integration during 

implementation) specifically around device and biometric data points, and leverage for improved 

OOTB model analytics is good. In addition, SAS' focus on development of platform-as-a-service 

(PaaS) and software-as-a-service offerings leveraging the cloud-native detection architecture to 

provide its customers more options to combat financial crimes management throughout their 

technology adoption life cycle will be beneficial. 

SAS is incorporating feedback from customer advisory boards, focus groups, Beta labs, usability tests, 

user conferences, customer visits, and so forth to determine the top priorities that drive the road map 

definition. SAS' business priorities include enhanced supervised learning, visualization, and increased 

integration, all of which will help improve financial institutions' ability to fight financial crime with 

superior efficiency and accuracy. 

Challenges 

SAS is evolving its emphasis from traditional on-premises enterprise software to PaaS solutions that 

solve multiple financial crimes use cases with a consistent decisioning architecture. 

For cloud-first customers, this would be a discussion point. While SAS provides a tool called SAS Data 

Preparation, which allows the end user to prepare, explore, and visualize data for the model life cycle 

(data, discover, deployment), the tool is native to the SAS environments. Customers that have 

standardized on non-SAS native tools would need additional support from SAS to support seamless 

integration. While SAS continues to innovate, few customers noted that they were looking for a 

solution that can tag the alerts with risk ratings and hence allow more efficient use of resources on a 

risk-based approach. 



©2022 IDC #US47457622e 6 

The traditional way of handling rule-based transaction monitoring alerts often consumes a 

considerable amount of workforce. Resources had to be spent equally on all alerts because the alerts 

were indifferentiable in terms of ML risks.  

Consider SAS When 

Organizations that are already using SAS for analytics are natural customers for SAS' financial crime 

management solution portfolio, as they already have an ongoing relationship with the company. In 

addition, as businesses accelerate their digital and business transformation journey, SAS' "Elevate 

Your Analytics" program and strategic partnerships can be invaluable. Financial institutions report that 

investigations take too long; there are incompatible tools for security and compliance audits and there 

is a high number of false positives or unsubstantiated alerts. Given the obligation to file Suspicious 

Activity Reports (SARs) to government intelligence units, responsible AI is a valuable tool to improve 

the quality of actionable information. SAS' solutions have been valuable as they help integrate and 

analyze large sets of diverse data sets in real time; assess, track, and alert in natural language to help 

businesses improve their fight against financial crime. 

APPENDIX 

Reading an IDC MarketScape Graph 

For the purposes of this analysis, IDC divided potential key measures for success into two primary 

categories: capabilities and strategies.  

Positioning on the y-axis reflects the vendor's current capabilities and menu of services and how well 

aligned the vendor is to customer needs. The capabilities category focuses on the capabilities of the 

company and product today, here and now. Under this category, IDC analysts will look at how well a 

vendor is building/delivering capabilities that enable it to execute its chosen strategy in the market. 

Positioning on the x-axis, or strategies axis, indicates how well the vendor's future strategy aligns with 

what customers will require in three to five years. The strategies category focuses on high-level 

decisions and underlying assumptions about offerings, customer segments, and business and go-to-

market plans for the next three to five years. 

The size of the individual vendor markers in the IDC MarketScape represents the market share of each 

individual vendor within the specific market segment being assessed. The market sizes are estimates 

based on revenue from financial crime management software.  

IDC MarketScape Methodology 

IDC MarketScape criteria selection, weightings, and vendor scores represent well-researched IDC 

judgment about the market and specific vendors. IDC analysts tailor the range of standard 

characteristics by which vendors are measured through structured discussions, surveys, and 

interviews with market leaders, participants, and end users. Market weightings are based on user 

interviews, buyer surveys, and the input of IDC experts in each market. IDC analysts base individual 

vendor scores, and ultimately vendor positions on the IDC MarketScape, on detailed surveys and 

interviews with the vendors, publicly available information, and end-user experiences in an effort to 

provide an accurate and consistent assessment of each vendor's characteristics, behavior, and 

capability. 
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Market Definition 

This IDC study represents an assessment of worldwide financial crime management software vendor 

solutions that help mitigate crime for financial institutions. This research is a quantitative and 

qualitative analysis of the features, functionalities, and strategic road maps that explain the success of 

the major financial crime management software vendors in the financial institution segment with a 

particular focus on fraud and anti–money laundering (AML), which are both considered financial 

crimes. Enterprise financial crime management tools will enable financial institutions to analyze 

behavior; connect people, places, things, and entities; and identify complex criminal activity to identify 

suspicious or unusual activity across all channels, including internal fraud and abuse. 

LEARN MORE 

Related Research 

▪ IDC's Worldwide Artificial Intelligence Tracker Taxonomy, 2022 (IDC #US48776922, May 

2022) 

▪ IDC MaturityScape: Artificial Intelligence 2.0 (IDC #US49037422, May 2022) 

▪ Digital Lending Surge Attracts Increasing Fraud Schemes (IDC #US48662322, March 2022) 

▪ AML Trends in 2022: What You Need to Know (IDC #US48661022, February 2022) 

▪ Performance and Monitoring of Financial Institution AI/ML Models (IDC #US47799922, 

January 2022) 

▪ Manage AI/ML Business Risks and Thrive with Responsible AI (IDC #US48235521, 

September 2021) 

Synopsis 

This IDC study assesses the capabilities and strategies of enterprise financial crimes management 

software solutions (identification and detection) used by financial institutions (FIs) from the perspective 

of AI responsibly. A key component of the evaluation is how IT buyers perceive the benefits of the 

financial crimes management software considering the unique and ever-changing threats of criminal 

attacks. Financial institutions, as well as their clients, need solutions to mitigate threats, but also act 

with fairness, robustness, explainability, resiliency, and governance. 

"The complexities of identifying and detecting asymmetric criminal behavior in the current landscape 

need vendors that use the best-of-breed AI technologies but also act responsibly with those 

technologies," says Kevin Dolan, research director, Worldwide Compliance, Fraud, and Risk Analytics 

Strategies at IDC.  

"Compliance departments at financial institutions are poised to benefit from integrating AI into their 

financial crime management programs. By implementing responsible AI (fairness, explainability, 

adversarial robustness, data lineage, and transparency) principles and governance, FIs can ensure a 

more robust and inclusive system, a lower risk of discriminatory decision making, and a reduced threat 

of reputational and regulatory harm," says Ritu Jyoti, group vice president, Worldwide Artificial 

Intelligence and Automation research practice and advisory services at IDC.  
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