Vendor Analysis: SAS
Enterprise Fraud Solutions, 2021

Chartis Research is the leading provider of
research and analysis on the global market for
risk technology. It is part of Infopro Digital, which
owns market-leading brands such as Risk and
WatersTechnology. Chartis’ goal is to support
enterprises as they drive business performance
through improved risk management, corporate
governance and compliance, and to help clients
make informed technology and business decisions
by providing in-depth analysis and actionable
advice on virtually all aspects of risk technology.
Areas of expertise include:
• Credit risk.
• Operational risk and governance, risk and
compliance (GRC).
• Market risk.
• Asset and liability management (ALM) and
liquidity risk.
• Energy and commodity trading risk.
• Financial crime including trader surveillance, antifraud and anti-money laundering.
• Cyber risk management.
• Insurance risk.
• Regulatory requirements.
Chartis focuses on risk and compliance technology,
which gives it a significant advantage over generic
market analysts.

© Copyright Infopro Digital Services Limited 2021.
All Rights Reserved.
No part of this publication may be reproduced,
adapted, stored in a retrieval system or transmitted
in any form by any means, electronic, mechanical,
photocopying, recording or otherwise, without the
prior permission of Infopro Digital Services Limited
trading as Chartis Research (‘Chartis’).
The facts of this document are believed to be
correct at the time of publication but cannot
be guaranteed. Please note that the findings,
conclusions and recommendations that Chartis
delivers will be based on information gathered in
good faith, whose accuracy we cannot guarantee.
Chartis accepts no liability whatever for actions
taken based on any information that may
subsequently prove to be incorrect or errors in our
analysis. See ‘Terms and conditions’.
RiskTech100®, RiskTech Quadrant® and FinTech
Quadrant™ are Registered Trade Marks of Infopro
Digital Services Limited.
Unauthorized use of Chartis’ name and trademarks
is strictly prohibited and subject to legal penalties.

The firm has brought together a leading team of
analysts and advisors from the risk management
and financial services industries. This team
has hands-on experience of implementing and
developing risk management systems and
programs for Fortune 500 companies and leading
consulting houses.
Visit www.chartis-research.com for more
information.
Join our global online community at
www.risktech-forum.com.

2 | Vendor Analysis: SAS – Enterprise Fraud Solutions, 2021

© Copyright Infopro Digital Services Limited 2021. All Rights Reserved

Table of contents
1. Report context

5

2. Quadrant context

7

3. Vendor context

10

4. Methodology

14

5. Further reading

18

3 | Vendor Analysis: SAS – Enterprise Fraud Solutions, 2021

© Copyright Infopro Digital Services Limited 2021. All Rights Reserved

List of figures and tables
Figure 1: Chartis RiskTech Quadrant® for enterprise fraud solutions, 2021
Figure 2: SAS anti-fraud – a sample solution reference architecture

8
12

Table 1: Completeness of offering – SAS (enterprise fraud solutions, 2021)

9

Table 2: Market potential – SAS (enterprise fraud solutions, 2021)

9

Table 3: SAS – company information

10

Table 4: Evaluation criteria for Chartis’ enterprise fraud quadrant report

15

4 | Vendor Analysis: SAS – Enterprise Fraud Solutions, 2021

© Copyright Infopro Digital Services Limited 2021. All Rights Reserved

1. Report context
This Vendor Analysis is based on the Chartis quadrant report Financial Crime Risk Management
Systems: Enterprise Fraud; Market Update and Vendor Landscape, 2021 (published in February 2021).
This section summarizes the key theses in that report; subsequent sections take a detailed look at
SAS’ quadrant positioning and scoring, and Chartis’ underlying opinion and analysis.

Key thesis
The way that banks and financial institutions (FIs)
conduct their business has shifted to a ‘new
normal’. This trend – toward digital transactions and
away from physical, face-to-face ones – has been
accelerated by the COVID-19 pandemic. People
have also been forced to change their behavior in
other ways: how they travel (or not), the way they
work, and the services they use.
Conversely, however, the market for anti-fraud
solutions has changed relatively little. It has
continued to be defined by the trend toward more
– and more varied – data ingestion, as well as
more payment processing and growing demand
for real-time processing and model validation.
This is not to say that the market for anti-fraud
solutions is a static one – it continues to expand
in complexity and in terms of FIs’ expenditure.
But while the direction of the trends that shape
it has not changed, the speed at which they are
developing has.
In synthesizing both the changes in the wider
environment and the ongoing trends in antifraud solutions, we can identify a wider theme:
specificity. To modify their analytics to account
for the new normal in transactions and behavior,
organizations will have to adapt their systems to
specific requirements (such as higher transaction
volumes). In addition, the nature of the anti-fraud
sector has led to highly regionalized and industryspecific trends, such that payment infrastructures
and fraud typologies vary greatly between
countries and industries. Consequently, FIs now
have more specific requirements for their fraud
solutions, notably real-time data analytics for
payments and graph analytics for entity-resolution
techniques.
Specificity is also reflected in the technology
vendors in the landscape: those with region- and
industry-specific fraud models have enjoyed
particular success, as have those that have
focused on model validation and ‘sandboxing’

techniques, which allow firms to test analytics
within a self-contained environment. Vendors have
also been exploring new strategies in how they
bridge the gap between real-time performance and
the storage and processing of data.

Demand-side takeaways
Specificity and regional trends shape the
landscape
Fraud is a constantly evolving threat that adapts
rapidly to take advantage of technological
advances, emerging market trends and changes
in business environments. Against a background
of accelerating digitalization and ever more
sophisticated systems and tools, fraud as a
phenomenon has shown itself to be mutable, with
different forms and focal points that depend on the
environment in which it occurs.
Because of this, applying global trends and
dynamics to anti-fraud capabilities is becoming
increasingly difficult – anti-fraud software more
accurately functions as several semi-related
ecosystems, each with its own dynamics and
capabilities. Specificity, therefore, is the core of
fraud and anti-fraud capabilities, which can be
reconfigured to suit particular environments. In
this context, region-specific trends are especially
relevant, as highly calibrated models outweigh the
general benefit of ‘international’ solutions.

Growth in e-payments as financial inclusion
spreads
The relative popularity and growth of different
types of payments reflects the nuances of
individual markets. Changes in payment systems
vary by market depending on macroeconomic
factors and specific competitive and regulatory
landscapes. The most significant increase in
e-payments has occurred in emerging markets –
dramatically so in the case of India and China1, by
as much as 700% since 2012. Asia-Pacific remains

https://www.chartis-research.com/financial-crime/anti-fraud/financial-crime-risk-management-systems-enterprise-fraudmarket-update-and-vendor-landscape-2019-10986
1
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the world’s fastest growing non-cash transactions
market, with around 5% annual growth2 –
collectively, emerging Asian payments markets are
growing at 20% annually. This growth has been
driven chiefly by digital innovation, the adoption
of mobile payments, remittances, and financial
inclusion initiatives.
Indeed, the need for financial inclusion has driven
the expansion of new technologies that are helping
FIs reach ‘unbanked’ populations. As the cost of
serving customers is significantly reduced with
ATMs, mobile and alternative banking, these
channels have been adopted more widely by
retailers and customers. Nevertheless, traditional
payment systems still play important roles in most
countries. Checks are popular in the US and South
Korea, for example, while Malaysia and Indonesia
still depend largely on cash payments3. And,
unsurprisingly, the social and economic restrictions
triggered by the COVID-19 pandemic in 2020 have
accelerated the shift toward digital payments in
both regional and global markets.

Adjusting to rapid change and the ‘new
normal’

For vendors, because there is no ‘one-size fits
all’ approach, analyzing a specific region is one of
the most effective paths to profitability. Vendors
with the capability and flexibility to rework models
quickly for FIs’ idiosyncratic requirements will
have an advantage compared to those that offer
pre-packaged, tightly integrated solutions. Agility
is also a differentiator. Firms are under pressure to
deploy solutions in less time, and must be able to
implement and provide actionable results in weeks
rather than months. Many vendors are finding that
cloud deployments can give them the flexibility
they need.
Increasingly, vendors of enterprise fraud solutions
are also geographically distinct, operating in
specific regions. The ability to build in new
geographies is inversely proportional to the imprint
of a solution: platform and enterprise solutions
in particular will struggle to generate significant
cross-selling capability. Those that are successful
in breaking into new geographies have been able
to do so by investing in strong regional presences
(such as centers of excellence and major offices),
or tightly integrated services and re-seller
arrangements.

As fraud typologies become more prevalent, FIs
are increasingly recognizing the need to invest
in new technologies to enhance fraud detection.
These include transaction monitoring and real-time
fraud alerts, risk scoring technology, biometrics
(voice, facial and fingerprint recognition) and
behavioral biometrics. As the complexity and
sophistication of fraud evolves, there has also
been a move toward cloud-based solutions and the
integration of cybersecurity, the digital customer
experience and fraud-prevention efforts.
In general, fraud mitigation is not a ‘one-size fits
all’ approach. Different solutions should be applied
for different channels and types of transactions, to
enable a multi-layered approach that incorporates
varying levels of authentication and verification
relevant to the potential risk.

Supply-side takeaways
The growing specificity of fraud shaped by its
environment is driving changes in the relevant
technology solutions offered by vendors. To
accommodate FIs’ evolving requirements,
vendors have sharpened their focus on three key
areas: automation, enhanced modeling, and data
processing and management capabilities.
2
3

https://www.firstdata.com/downloads/pdf/sg/ePayments-Emerging-Markets.pdf
https://www.firstdata.com/downloads/pdf/sg/ePayments-Emerging-Markets.pdf
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2. Quadrant context
Introducing the Chartis RiskTech
Quadrant®

the highest ratings or other designation. Chartis
Research’s publications consist of the opinions of
its research analysts and should not be construed
as statements of fact.

This section of the report contains:
How are quadrants used by technology vendors?
• The Chartis RiskTech Quadrant® for enterprise
fraud solutions, 2021.
• An examination of SAS’ positioning and its
scores as part of Chartis’ analysis.
• A consideration of how the quadrant reflects the
broader vendor landscape.

Summary information

Technology vendors can use Chartis’ quadrants to
achieve several goals:
• Gain an independent analysis and view of the
provider landscape in a specific area of risk,
financial and/or regulatory technology.
• Assess their capabilities and market positioning
against their competitors and other players in
the space.

What does the Chartis quadrant show?
The RiskTech Quadrant® uses a comprehensive
methodology that involves in-depth independent
research and a clear scoring system to explain
which technology solutions meet an organization’s
needs. The RiskTech Quadrant® does not
simply describe one technology option as the
best enterprise fraud solution; rather it has a
sophisticated ranking methodology to explain
which solutions are best for specific buyers,
depending on their implementation strategies.
The RiskTech Quadrant® is a proprietary
methodology developed specifically for the risk
technology marketplace. It takes into account
vendors’ product, technology and organizational
capabilities. Section 4 of this report sets out the
generic methodology and criteria used for the
RiskTech Quadrant®.
How are quadrants used by technology buyers?
Chartis’ quadrants provide a view of the vendor
landscape in a specific area of risk, financial and/or
regulatory technology. We monitor the market to
identify the strengths and weaknesses of different
solutions, and track the post-sales performance
of companies selling and implementing these
systems. Users and buyers can consult the
quadrants as part of their wider research when
considering the most appropriate solution for their
needs.
Note, however, that Chartis Research does not
endorse any vendor, product or service depicted
in its research publications, and does not advise
technology users to select only those vendors with
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• Enhance their positioning with actual and
potential clients, and develop their go-to-market
strategies.
In addition, Chartis’ Vendor Analysis reports, like
this one, offer detailed insight into specific vendors
and their capabilities, with further analysis of their
quadrant positioning and scoring.

Chartis Research RiskTech
Quadrant® for enterprise fraud
solutions, 2021
Figure 1 illustrates Chartis’ view of the enterprise
fraud vendor landscape, highlighting SAS’ position.

Quadrant dynamics
General quadrant takeaways
The volatility of the market for enterprise fraud
solutions is highlighted by significant correlation
between market potential and completeness of
offering. This is primarily because the enterprise
fraud marketplace has been (and continues to
be) characterized by relatively quick uptake of
solutions, and more specificity in requirements.
It tends to be a marketplace in which a vendor’s
success in providing capabilities can translate
quickly into large gains in market presence.
In addition, service and installation capabilities
are highly prized, resulting in some correlation
between the size of a firm and its ability to deliver.

© Copyright Infopro Digital Services Limited 2021. All Rights Reserved

Figure 1: Chartis RiskTech Quadrant® for enterprise fraud solutions, 2021
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Source: Chartis Research

Geographical capabilities are typically siloed, but
many market leaders have strong, durable market
presence within a given market. European and
US-focused fraud vendors continue to enjoy strong
success, but we have seen growth in solutions
that address marketplaces such as India and China,
and we expect to see these trends continue.

Vendor positioning in context –
completeness of offering
SAS has built on its traditional strength in analytics
to offer a packaged enterprise fraud solution. It
utilizes an array of proprietary detection techniques
within its visual investigator, and models can be
built in both SAS and other languages, including
R and Python. Behavioral analytics are a strength,
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with entity resolution and modeling capabilities
that can be modified and validated in real time.
SAS has kept up with the transition to a more
payment- and transaction-centric view of
fraud, developing out its real-time and scalable
transaction-monitoring capabilities, which are
showcased across card, mobile and electronic
payments. It has also developed its graphical user
interface and expanded its reporting capabilities.
Cloud-hosted solutions – including real-time data
orchestration, processing and new accounts – are
another strength of the platform. SAS has also
developed its existing array of fraud libraries, and
has applied this to new vendors and use cases
such as FinTechs and payday lenders.

© Copyright Infopro Digital Services Limited 2021. All Rights Reserved

Table 1 shows Chartis’ rankings for SAS’ coverage
against each of the completeness of offering
criteria.

Table 1: Completeness of offering –
SAS (enterprise fraud solutions, 2021)

Completeness of offering criterion

Coverage

Advanced/proprietary fraud detection techniques

High

SAS has shown consistent and high growth
in the enterprise fraud marketplace. While it
has continued to show growth in its core US
and European markets, it has also expanded
in Latin America and Asia-Pacific, and this has
resulted in a robust growth strategy and strong
market penetration scores. The expansion of
the SAS product from a pure analytics play to
encompassing more workflow and transaction
monitoring, in combination with the vendor’s
historical strength in services and tuning solutions
for client requirements, have ensured that SAS’
solutions continue to sell well, helping to underpin
the vendor’s Category Leader position.

Behavioral monitoring

High

Libraries of pre-packaged fraud rules

High

Case management and workflow

Medium

Card fraud

High

Mobile fraud

High

Electronic payments fraud

High

Check-based fraud

Medium

Table 2 shows Chartis’ rankings for SAS’ coverage
against each of the market potential criteria.

Real-time transaction monitoring

High

Data provision capabilities (e.g., device ID, etc.)

Medium

Vendor positioning in context – market
potential

Possible ratings are low, medium and high
Source: Chartis Research

Table 2: Market potential – SAS (enterprise fraud solutions, 2021)

Market potential criterion

Coverage

Customer satisfaction

Medium

Market penetration

High

Growth strategy

High

Financials

High

Possible ratings are low, medium and high
Source: Chartis Research
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3. Vendor context
Overview of relevant solutions/
capabilities
Table 3 gives an overview of SAS and its enterprise
fraud solution.
SAS’ Fraud Management offering is a data
analytics and ML solution for monitoring all
data, including payments and non-monetary
transactions, as well as digital events. It enables
users to identify and respond to unwanted and
suspicious behavior.
The solution offers:
• A single platform. Multitenancy capabilities
enable a single installation to be shared among
independent departments and channels.
• Real-time transaction scoring and
decisioning. Users can score all transactions

in real time with in-memory processing that
delivers high throughput and low-latency
response times.
• Simplified data management. Users can
seamlessly integrate all their data, regardless of
source or type. This includes third-party data.
• Advanced analytics and ML. Users can
generate real-time, risk-based decisions with
robust, embedded profiling and ML capabilities,
with patented signature-based analysis
technology, advanced analytic modeling controls,
a rule-authoring application interface, and an
alert-triage workstation.
• Alert management. The solution can handle
alert resolution, manage payment and risk
decisions, perform hot listing and blocking, and
conduct downstream fulfillment actions from a
single interface.

Table 3: SAS – company information

Company

SAS

Headquarters

Cary, North Carolina, US

Other offices

Global locations

Description

A leader in analytics, SAS – through its innovative software
and services – aims to empower customers around the world
to transform data into intelligence. SAS’ Fraud, Anti-Money
Laundering and Security Intelligence solutions provide
proactive protection through advanced analytics, artificial
intelligence (AI) and machine learning (ML). SAS offers a
unified approach to fraud, compliance and security, and its
Fraud and Security Intelligence solutions deliver a layer of
protection backed by global domain expertise and leading
analytics.

Solution

SAS’ end-to-end real-time fraud detection and prevention
solution supports multiple products, channels and lines
of business, enabling enterprise-wide monitoring and
mitigation from a single platform. The solution simplifies data
integration, enabling users to combine all internal, external
and third-party data, and is built to offer better predictive
models tuned to organizations’ needs through optimized ML.
By bringing together this functionality on a single technology
platform, the solution gives users the flexibility to scale up or
out as their business changes, and to respond faster to new
threats as they arise.

Source: SAS

10 | Vendor Analysis: SAS – Enterprise Fraud Solutions, 2021

© Copyright Infopro Digital Services Limited 2021. All Rights Reserved

• Social network analysis. The solution
provides a unique visualization interface that
enables users to go beyond transaction and
account views to analyze related activities and
relationships at the network level.
• Search and discovery. Users can perform freetext, field-based or geospatial searches across all
data (internal and external), and refine searches
using interactive filters.
• Intelligent case management. The solution
systematically facilitates investigative reviews
using a configurable workflow, and stores all
information pertinent to a case.
Via these features, users can make faster,
better-informed risk-based decisions across
the organization. The solution’s end-to-end
fraud detection and prevention tool supports
multiple channels and lines of business, enabling
enterprise-wide monitoring from a single platform.
The solution also simplifies data integration,
enabling firms to combine all internal, external and
third-party data to create a predictive model tuned
to the organization’s needs. By bringing together
this data on a single technology platform, the
solution gives firms the flexibility to scale up or out
as the business changes, and to respond faster to
new threats as they arise.

A focus on real customers
The solution guides customers on a path to
passive authentication, only introducing friction
when a challenge is required, and engaging
associates when human experience and intuition
are needed. More legitimate consumers and
transactions will get through faster.

Understanding customers’ digital identities
Users can instantly identify and authenticate the
person behind every device, and manage customer
identity verification during onboarding and login
authentication.

Finding fraud faster and reducing
revenue loss
Firms can stay on top of shifting tactics and new
fraud schemes. Embedded ML methods detect
and adapt to changing behavior patterns, resulting
in more effective, robust SAS or open-source
language models. Key technology components
enable users to spot anomalies for each customer.
In-memory processing delivers high-throughput,
low-latency response times – even in high-volume

11
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environments – enabling users to score 100% of
transactions in real time. The solution’s patented
Signature-based approach captures customer
behavior data dynamically from multiple sources,
and analyzes it for patterns and inconsistencies
every time a transaction is processed.

Vendor leading practices
Third-party vendors and internal enrichment
sources are key to fighting new threats in the
financial industry, and the switch between
channels for clients means that a consistent
experience and self-service option are key to
reducing friction. For this SAS provides intelligent
middleware that is capable of orchestrating
numerous data sources, including those available
through the cloud, to enrich, transform and format
data from a range of message protocols (including,
but not limited to, JSON, REST API and XML).
This component comes with adaptors that support
a plug-and-play capability with key third-party
offerings in the industry.
SAS delivers the architecture that is most
appropriate for the type of fraud an organization
is tackling – real-time payments, for example,
and/or card fraud, application fraud and deposit
monitoring. Each of these use cases requires
a different approach to integration, data
requirements, analytics, rules and alert and case
management. However, the underlying platform
remains consistent in all instances.
SAS’s solution architecture is a hybrid that
combines components that have been architected
to scale independently, to reside on similar
technology platforms as interfacing systems and
components, and to support large transaction
volumes. The components have the ability to scale
and run in parallel to support high transaction
volume and low latency. Likewise, the solution’s
scoring engine, responsible for multiple SAS or
open-source language-model and rules processing,
has the ability to scale – a single controller can
support multiple scoring engines.
The solution’s mid-tier architecture is built on a
tiered construction consisting of a Presentation
Tier, a Business Tier and a Data Tier (see Figure
2). This makes the system portable, and means
it is not married to defined hardware solutions,
helping to drive ease of implementation. The
alert management component has a well-defined
set of web services that facilitates integration
with business process management, supporting
third-party or customer contact strategies such

© Copyright Infopro Digital Services Limited 2021. All Rights Reserved

Figure 2: SAS anti-fraud – a sample solution reference architecture

Source: SAS

as SMS, push notification and email, as well as
external enterprise case management solutions if
necessary.
The solution is delivered to end users through a
web-based interface that provides a truly zerofootprint client that allows central management,
maintenance and deployment. The solution also
includes a number of supporting tools, such
as platform administration and advanced data
analysis.
Orchestration. This component is crucial, since
third-party vendors and internal enrichment
sources are key to fighting the new threats in
the industry. Additionally, this provides the best
level of available service under every conceivable
circumstance. Fault tolerance, load balancing and
high availability are standard for the software.
This function protects the solution in situations
where other components are unavailable, should
maintenance be required, or due to hardware
failure.
OnDemand Decision Engine (ODE). This is the
SAS scoring engine that controls the processing of
multiple models, as well as the execution of realtime user-written and system rules. The SAS ODE
is written in Base SAS, specially extended, and
deployed in redundant pairs. The deployment and
control of the ODE is orchestrated by a specially
constructed piece of system software, the SAS
connector.
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Alert management. This provides infrastructure
for prioritizing and working alerts via a Windows
browser-based system with no footprint on the
host computer. This enables the system to be
used easily in a dispersed processing environment,
and also gives managers and supervisors easy
access to the system, even when they are not
at their usual place of work. The graphical user
interface (GUI) is designed for efficient analyst and
investigator operations.
Rules studio with rules estimation feature. This
interface offers two options for developing rules.
A drag-and-drop rules builder called Guided Rules
provides direct insights into the data volumes and
fraud risk areas for each channel. As data elements
are selected and parameterized, business users
are guided by fraud markers that provide instant
feedback on the affected transaction. Alternatively,
users can write rules using a coded approach – to
capitalize on the Base SAS programming language
– then validate and deploy them immediately,
mitigating risk in the production environment. All
rules can undergo further validation effects using
production and/or historical transaction data. Userdefined rules in the solution can be developed,
tested, analyzed and amended, before being
‘production ready’. They can also be removed using
the Rules Studio GUI, independently of all IT or
other third-party resource requirements.
Reporting. A facility for reporting, operational
tracking and long-term performance tracking. The

© Copyright Infopro Digital Services Limited 2021. All Rights Reserved

SAS solution encompasses a suite of generic
management information (MI) reports that
incorporates comprehensive fraud performance
measurements at the business and analytical level.
System of record and transaction data
repository databases. Two distinctly different
databases comprise the solution on the midtier. The System of Record is used principally to
support alert working. The second database (the
Transaction Data Repository) is an operational
data store that retains all transaction data. In
effect it is a hybrid between an online transaction
processing environment and a data warehouse
that services fraud reporting requests, including
the performance of fraud analytics models and
rules estimations.
Production support. The SAS solution offers an
enhanced technical service-level agreement (SLA)
that ensures appropriate responses to critical
events. This includes a severity-level plan that
ranges from 0-5, and which defines the required
response times and follow-up frequencies. SAS
typically tailors the SLAs in the software contract
on a per-client basis, to include percentage
availability, transaction response times and model
performance.
Industry experts. SAS’ extensive reach in most
countries is offered through global and regional
dedicated fraud industry experts, who are
available to provide insights to all clients during
implementation. This helps to ensure that the
implementation is a success, and provides postproduction support to ensure that the solution
continues to mitigate fraud risks.
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4. Methodology
Overview
Chartis is a research and advisory firm that
provides technology and business advice to the
global financial services industry. Chartis provides
independent market intelligence regarding market
dynamics, regulatory trends, technology trends,
best practices, competitive landscapes, market
sizes, expenditure priorities, and mergers and
acquisitions. Chartis’ quadrant reports are written
by experienced analysts with hands-on experience
of selecting, developing and implementing
financial technology solutions for a variety of
international companies in a range of industries
including banking, insurance and capital markets.
The findings and analyses in our quadrant reports
reflect our analysts’ considered opinions, along
with research into market trends, participants,
expenditure patterns, and best practices.
Chartis seeks to include RiskTech and FinTech
vendors that have a significant presence in a given
target market. The significance may be due to
market penetration (e.g., a large client base) or
innovative solutions. Chartis uses detailed ‘vendor
evaluation forms’ and briefing sessions to collect
information about each vendor. If a vendor chooses
not to respond to a Chartis request for information,
Chartis may still include the vendor in the report.
Should this happen, Chartis will base its opinion
on direct data collated from technology buyers and
users, and from publicly available sources.
Chartis’ research clients include leading financial
services firms and Fortune 500 companies, leading
consulting firms and financial technology vendors.
The vendors evaluated in our quadrant reports can
be Chartis clients or firms with whom Chartis has
no relationship.
Chartis evaluates all vendors using consistent
and objective criteria, regardless of whether or
not they are Chartis clients. Chartis does not give
preference to its own clients and does not request
compensation for inclusion in a quadrant report,
nor can vendors influence Chartis’ opinion.

Selection criteria

single quadrant. We considered vendors with
payment and transaction monitoring capabilities,
placing particular emphasis on those with a strong
presence within a widening range of geographies,
including the Middle East and Asia.
Many vendors have specific proprietary techniques
which they utilize in anti-fraud, and these have
been listed as a specific category. Of particular
note are behavioral monitoring, which has risen
to prominence in recent years, and vendors’
capability to provide their own proprietary data.

Briefing process
We conducted face-to-face and/or web-based
briefings with each vendor4. During these
sessions, Chartis experts asked in-depth,
challenging questions to establish the real
strengths and weaknesses of each vendor.
Vendors provided Chartis with:
• A business update – an overview of solution
sales and client satisfaction.
• A product update – an overview of relevant
solutions and R&D roadmaps.
• A product demonstration – key differentiators
of their solutions relative to those of their
competitors.
In addition to briefings, Chartis used other thirdparty sources of data, such as conferences,
academic and regulatory studies, and publicly
available information.

Evaluation criteria
We develop specific evaluation criteria for
each piece of quadrant research from a broad
range of overarching criteria, outlined below. By
using domain-specific criteria relevant to each
individual risk, we can ensure transparency in our
methodology, and allow readers to fully appreciate
the rationale for our analysis. The specific criteria
used for Enterprise Fraud are shown in Table 4.

In selecting vendors for this report, we took a
view of enterprise fraud across both payments
and accounts, and merged these views into a
Note that vendors do not always respond to requests for briefings; they may also choose not to participate in the briefings for a
particular report.
4
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Table 4: Evaluation criteria for Chartis’ enterprise fraud quadrant report

Completeness of offering

Market potential

• Advanced/proprietary fraud detection techniques

• Customer satisfaction

• Behavioral monitoring

• Market penetration

• Libraries of pre-packaged fraud rules

• Growth strategy

• Case management and workflow

• Financials

• Card fraud
• Mobile fraud
• Electronic payments fraud
• Check-based fraud
• Real-time transaction monitoring
• Data provision capabilities (e.g., Device ID, etc)
Source: Chartis Research

Completeness of offering
• Depth of functionality. The level of
sophistication and amount of detailed features
in the software product (e.g., advanced risk
models, detailed and flexible workflow, domainspecific content). Aspects assessed include:
innovative functionality, practical relevance
of features, user-friendliness, flexibility, and
embedded intellectual property. High scores are
given to those firms that achieve an appropriate
balance between sophistication and userfriendliness. In addition, functionality linking risk
to performance is given a positive score.
• Breadth of functionality. The spectrum of
requirements covered as part of an enterprise
risk management system. This will vary for
each subject area, but special attention will
be given to functionality covering regulatory
requirements, multiple risk classes, multiple
asset classes, multiple business lines, and
multiple user types (e.g. risk analyst, business
manager, CRO, CFO, Compliance Officer).
Functionality within risk management systems
and integration between front-office (customerfacing) and middle/back office (compliance,
supervisory and governance) risk management
systems are also considered.
• Data management and technology
infrastructure. The ability of risk management
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systems to interact with other systems and
handle large volumes of data is considered to
be very important. Data quality is often cited
as a critical success factor and ease of data
access, data integration, data storage, and
data movement capabilities are all important
factors. Particular attention is given to the use
of modern data management technologies,
architectures and delivery methods relevant to
risk management (e.g., in-memory databases,
complex event processing, component-based
architectures, cloud technology, and Software as
a Service). Performance, scalability, security and
data governance are also important factors.
• Risk analytics. The computational power of the
core system, the ability to analyze large amounts
of complex data in a timely manner (where
relevant in real time), and the ability to improve
analytical performance are all important factors.
Particular attention is given to the difference
between ‘risk’ analytics and standard ‘business’
analytics. Risk analysis requires such capabilities
as non-linear calculations, predictive modeling,
simulations, scenario analysis, etc.
• Reporting and presentation layer. The ability
to present information in a timely manner, the
quality and flexibility of reporting tools, and ease
of use, are important for all risk management
systems. Particular attention is given to the
ability to do ad-hoc ‘on-the-fly’ queries (e.g.,
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‘what-if’ analysis), as well as the range of ‘out of
the box’ risk reports and dashboards.

Market potential

to adopt. Vendors that appear in each quadrant
have characteristics and strengths that make them
especially suited to that particular category, and by
extension to particular users’ needs.

• Market penetration. Volume (i.e. number of
customers) and value (i.e. average deal size) are
considered important. Rates of growth relative
to sector growth rates are also evaluated. Also
covers brand awareness, reputation, and the
ability to leverage current market position to
expand horizontally (with new offerings) or
vertically (into new sectors).

Point solutions

• Financials. Revenue growth, profitability,
sustainability, and financial backing (e.g. the ratio
of license to consulting revenues) are considered
key to scalability of the business model for risk
technology vendors.

• They are often strong engines for innovation,
as their deep focus on a relatively narrow area
generates thought leadership and intellectual
capital.

• Customer satisfaction. Feedback from
customers is evaluated, regarding after-sales
support and service (e.g. training and ease of
implementation), value for money (e.g. price
to functionality ratio) and product updates (e.g.
speed and process for keeping up to date with
regulatory changes).

• Point solution providers focus on a small number
of component technology capabilities, meeting
a critical need in the risk technology market by
solving specific risk management problems
with domain-specific software applications and
technologies.

• By growing their enterprise functionality and
utilizing integrated data management, analytics
and Business Intelligence (BI) capabilities,
vendors in the point solutions category can
expand their completeness of offering, market
potential and market share.
Best-of-breed

• Growth strategy. Recent performance is
evaluated, including financial performance,
new product releases, quantity and quality of
contract wins, and market expansion moves.
Also considered are the size and quality of
the sales force, sales distribution channels,
global presence, focus on risk management,
messaging, and positioning. Finally, business
insight and understanding, new thinking,
formulation and execution of best practices, and
intellectual rigor are considered important.

• Best-of-breed providers have best-in-class point
solutions and the ability to capture significant
market share in their chosen markets.

Quadrant construction process

• Because of their focused functionality, best-ofbreed solutions will often be packaged together
as part of a comprehensive enterprise risk
technology architecture, co-existing with other
solutions.

Chartis constructs its quadrants after assigning
scores to vendors for each component of the
Completeness of Offering and Market Potential
criteria. By aggregating these values, we produce
total scores for each vendor on both axes, which
are used to place the vendor on the quadrant.

Definition of quadrant boxes
Chartis’ quadrant reports do not simply describe
one technology option as the best solution in
a particular area. Our ranking methodology is
designed to highlight which solutions are best for
specific buyers, depending on the technology they
need and the implementation strategy they plan
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• They are often distinguished by a growing
client base, superior sales and marketing
execution, and a clear strategy for sustainable,
profitable growth. High performers also have a
demonstrable track record of R&D investment,
together with specific product or ‘go-to-market’
capabilities needed to deliver a competitive
advantage.

Enterprise solutions
• Enterprise solution providers typically offer
risk management technology platforms,
combining functionally rich risk applications with
comprehensive data management, analytics and
BI.
• A key differentiator in this category is the
openness and flexibility of the technology
architecture and a ‘toolkit’ approach to risk
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analytics and reporting, which attracts larger
clients.
• Enterprise solutions are typically supported
with comprehensive infrastructure and service
capabilities, and best-in-class technology
delivery. They also combine risk management
content, data and software to provide an
integrated ‘one stop shop’ for buyers.
Category leaders
• Category leaders combine depth and breadth of
functionality, technology and content with the
required organizational characteristics to capture
significant share in their market.
• They demonstrate a clear strategy for
sustainable, profitable growth, matched with
best-in-class solutions and the range and
diversity of offerings, sector coverage and
financial strength to absorb demand volatility in
specific industry sectors or geographic regions.
• They will typically benefit from strong brand
awareness, a global reach, and strong alliance
strategies with leading consulting firms and
systems integrators.
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5. Further reading

Financial Crime Risk
Management Systems:
Enterprise Fraud Market Update
and Vendor Landscape, 2021

Financial Crime Risk
Management Systems:
Enterprise Fraud; Market
Update and Vendor
Landscape, 2019

KYC/AML Software Solutions,
2020; Market Update and
Vendor Landscape

KYC/AML Data Solutions, 2020:
Market and Vendor Landscape

Chartis Risk Bulletin:
The Technology Impacts
of COVID-19

RiskTech100® 2021

For all these reports, see www.chartis-research.com
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