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= Who is American Express

= Data Warehouse Architecture

= What is LDAP, what is it used for and why?
= Accessing LDAP using SAS

= Key Business Benefits

= Questions?
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Who is American Express?
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AMERICAN
EXPRESS

Trav_el
Services

Representative
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American Express History

1850 Established in New York as an express delivery business

= 1891 World’s first travellers cheque

= 1958 First Amex credit card issued on purple paper

= Today operates in more than 130 countries

= 75,000 Employees

= 2007 card member spending reached US$647 billion from 86 million cards
= Personal cards

= Company cards

= Travel

= Merchants
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Data Warehouse Architecture
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What is LDAP, what is it used for and why?

= Lightweight Directory Access Protocol

= Application Protocol for Querying and Modifying Directory services
= Hierarchical with directories arranged in a “TREE”

= Used for persons or organisations e.g. Human Resources, ISP

» Used for authentication e.g. Active Directory

= Each entry has a set of attributes e.g. phone no or email address

= Each attribute has a value or set of values
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Accessing LDAP Using SAS

= Part of Integration Technologies not Base SAS
= | DAP CALL Routine Interface
= This is how we can search an LDAP server

Uses a series of data step call routines

LDAPS_OPEN
LDAPS_SEARCH
LDAPS_ENTRY
LDAPS_ATTRNAME
LDAPS_ATTRVALUE
LDAPS_CLOSE

+ 4+ + + 4+ +
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LDAPS_OPEN

options VALIDVARNAME=V7;
data _dir_lookup;
set _input_ds end=last;

if n_=1then do;

/* kkkkkkkkkkkkkkkkkkkkkkkkkkkkkk */

[* Open Connection to LDAP Server */

/* kkkkkkkkkkkkkkkkkkkkkkkkkkkkkk */

call Idaps_open(handle,

“ldap.server.aexp.com”,

“123",
“ou=people,o=aexp",
“rodney",
“blah",
rc);
end;

[* connection handle */
[*server name */

[* port no */

/* base object for search */
[* name to bind to server */
[* bind password */

[* return code */
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LDAPS_SEARCH

filter =" (axppmanagerid="||strip(employee_id)||")";

/* kkkkkkkkkhkkkhkkkhkkhhkkkhhkkkkhkhkkhhkkhhkhkkkhhkkhkkhhkkhkkkhkkik */

[* Search on manager id */

/* *kkkkkkkkhkkkhhhhkhhhhhhkhhhhhhhhkhkhhhhhhhhhhkihhkhrix */

call Idaps_search(handle, [*connection handle */
shandle, [* search handle */
filter, [* filter string */
[* attributes to return */
numEntries, *number of entries found */
rc); [* return code */

A ts
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LDAPS_ENTRY, LDAPS_ATTRNAME, LDAPS_ATTRVALUE

do j=1 to numEntries;

[* Lookup available attributes */
call Idaps_entry(shandle, j, entryname, numAttrs, rc);

[* Loop around all available attributes extracting values */
do i =1 to numAttrs;
[* Get name of current attribute */
call Idaps_attrName(shandle, j, i, attrName, numValues, rc);
[* Get value of current attribute */
call Idaps_attrValue(shandle, |, i, 1, value, rc);

output; [* Output current entry */

end;
end;
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Attribute names and values

/A entiyN ame |/£§ attrName |é_§ value
1 |axppehash=174ch3de?93073541 bedebfe744da02b48233251 ou=peaple,o=aexp |a:-:|:||:|rnanager iEIIcuggs Jog
R T S e o L
e e i #5’“&%’“é’éiiééﬁé’;}}ﬁr’i{ﬁ""
4 | axppehash=474ch3de29307 3541 bedebBe744da02048233251 au=pecple, o=aerp te|ephc.ner~1umt{er e |
5 | axppehash=474ch3de29307 3541 bedebBe744da02b48233251 ou=pecple,o=aexp awppcc-cd omrerine
6 |avppehash=474ch3de29307 354 1bcdebBcT440a00048233051 qu-pecple p=aekp awppstatdste 20070514
7 | axppehash=474cb3ds29307 3541 bodebBc744da02048233251 ou=pecple, o=aexp  awppband 30
8 |awppehash=474ch30e29307 3541 bodebBe744dal2baB23325 oumpecple,o=aexp  mal  RodnepMaick@aespoom
R R e o e T
R T
11 | axppehiash=474cb3de29307 3541 bodebBc744da02048233251 ou=pecple,o=aexp  cn ~ Podney Manwick
12 | avppehiash=474c03de29307 3541 bodebBc744da02048233251 ou=pecple, o=aexp awppmanageid  B12M8E
13 | avppehash=474ch3d229307 354 1bcdebBe7440a02b48233251 ou=pecple, o=aexp employesNumber 9765432
T A Ma———
15 | axppehash=474ch3029307 354 1 bodebBe 440a02b4823325 ou=pecple, o=aexp  awpppersonpe  E
16 | avppehash=474ch30829307354 1bcdebBo744da02b48239051 ou=pecple,o=aewp ¢ Ag
17 | axppehash=474ch3de?93073541bedebBe744da02b48233251 qu=people, a=aexp awppregisteredname Mawick Rodrey

...........................................................................................................................................................................................................................................................................................
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LDAPS CLOSE

If last then do;
[* close connection to LDAP server */
call Idaps_close(handle,rc);

end;

[* transpose to get one line per logical record */
proc transpose data = _dir_lookup
out = _dir_lookup_trans(drop=_name_ entryName);
by entryName NOTSORTED,;
id attrName;
var value;
run;

A ts
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Key Business Benefits

= Automatically Create, Modify or Delete Users in Metadata (using data step
functions or Proc Metadata)

= Automatically Create User Groups based on cost centre name in Metadata
= Automatically Creates Custom Groups

» These Groups can then be assigned to security groups in SMC

= Create Organisation hieracrchy dimension table to feed into data model

= Used in Proc Olap (star schema), building cubes, Web Report Studio etc
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Questions?

=  http://support.sas.com/rnd/itech/doc9/dev quide/ldap/ldapintf/index.html

=  http://www.qgracion.com/server/whatldap.html

= http://www.isode.com/whitepapers/ldap-for-isps.htmi

= Andrew Purser (independent SAS consultant)
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