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SAS Fraud Framework for Banking
Agenda

A Introduction to SAS Fraud Framework
A SAS Fraud Framework Demo
A Preliminary Results
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Starting with the SAS Fraud Framework
Increasing Fraud: The Business Problem

A Fraudsters
A Far more sophisticated i organized crime, patient, sharing of rules
A Engaging insiders to understand detection environment
A High velocity of attacks i disappear after 2-3 transactions
A Hitting multiple channels and industries at the same time
A Continuously evolving fraud strategies

A Current Fraud Systems
ASystems are silodd by |l ine of buc
A Current systems act on transaction or customer
A Rules and predictive models have limitations
A No sharing of data
A Rely on 3" party systems
A No real proactive steps taken to combat 1t Party Fraud
A Evidence insufficient to act upon



§Sas Advanced Analytics Lab

SAS Fraud Framework
Innovation [Detection Driven by Industry

A Robust and Flexible Framework Capabilities

A Support for real-time, intra-day, batch execution

A Ability to use existing data infrastructure

A Ability to use existing fraud alert output from any LOB / 3" party
A Business intelligence for all levels of users

A Support for Business Functions

A Provide strategic insight into threats, trends, risks
A Enterprise view of fraudulent behavior

A Rapidly test , simulate, and deploy models/rules without
dependence on IT

A Ability to provide single view for investigators

A Phased Approach to Support Tactical and Strategic
Initiatives 4
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SAS Fraud Framework
Using a Hybrid Approach for Fraud Detection

Operational Suitable for known Suitable for unknown Suitable for complex Suitable for associative
Data Sources patterns patterns patterns link patterns

/_\ /_\ X : X
~ [~ Rules Anomaly Predictive Models Social Network
Customer| | Account Detection Analysis
I~
————~ | Rules tofilter Detect individual and Predictive assessment Knowledge discovery
~——1[~~——"1 | fraudulent transactions aggregated abnormal against known fraud through associative

Trans- Appli- 1 1 and behaviors patterns cases link analysis

action cations
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Hybrid Approach

Proactively applies combination of all 4 approaches at account, customer, and network levels
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Analytic Engine
Analytic Approach: Unsupervised Methods

A Use when no target exists

A Examine current behavior
to identify outliers and
abnormal transactions that
are somewhat different
from ordinary transactions

A Include univariate and Lo e s
multivariate outlier 3
detection techniques, such
as peer group comparison,
clustering, trend analysis,
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Analytic Engine
Analytic Approach: Supervised Methods

A Use when a known target e scores
(fraud) Is available

A Use historical behavioral
iInformation of known fraud
to identify suspicious :
behaviors similar to ncomes e~ #of previous
previous fraud patterns

A Include parametric and _ |
nonparametric predictive L
models, such as
generalized linear model, | o
tree, neural networks, and
=0 0N I

Predicted

=-aud Scores

investigations
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Analytic Engine

Predictive Analytics



